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1. Hazuauenue

Hacrosme  TexHudyeckue  TpeOOBaHMS K  OKOHEYHOMY  OOOpYIOBAaHHUIO
GPON_EXPERT nmns mpoBexenus 3akynmouHbix mpouenyp (mamee — TT) comepxkar
uHQOpMAIHIO 0 (PYHKIMOHATBHBIX U TEXHUYECKUX TPEOOBAHUAX K JTHMHEHKE OKOHEYHOTO
obopyaoBaHus Ui TpeaocTaBieHus yeuyr cBsizu [TAO «Poctenexom», 6a3upyrOmMXCs
Ha ceTH mepenadn JaHHeIXx OOIIecTBa, B TOM YHCJIE YCIYT MIHPOKOIOJIOCHOTO I0CTYIA B

Wutepuer, yenyru IPTV.

2. O01Me moJIoKeHus

2.1 Oo6aacTh MpUMEeHeHusI

Hacrositiue TT oOsi3atenbHbl I8 HWCTIOJHEHUS] BCEMH  TMOJpa3eICHUSIMHU
KoprnopatuBHOTO II€HTpa, MPOU3BOIAIIMMHU 3aKYIKy OKOHEUYHOT'O OOOpYIOBaHUS IO
MOTPeOHOCTH MacCOBOTO CETMEHTA.

[IpuMeHeHre JaHHOTO JOKYMEHTa B MaKpOPErHOHAIBHBIX/PErHOHAIBHBIX (PHITHAIaX

O6mmectBa - «/[ns nHGOpMATTUNY.

2.2 HopmaTuBHBIE CCHLIKH

B JaHHBIX TT ncnonb30BaHbI CCBUTKM Ha CICAYIOIIME HOPMATHBHBIC TOKYMCHTBI:

e [Ipouenypa  ympaBieHMSs  BHYTPEHHEM  HOPMAaTUBHOW  JOKYMEHTAlUEH
ITAO «Poctenexomy;

e Metonuka 10 O(OPMIIEHHIO BHYTPEHHUX HOPMATHUBHBIX  JIOKYMEHTOB
ITAO «Poctenexomy;

e HMuctpykuus no nenonpousBoAcTBy B [IAO «Pocrenekom»;

e ['noccapuii TepmuHoB u onpeaenennil [IAO «Poctenexomy;

e [lpouenypa ynpasnenus 3anucsamu B I[TAO «Pocrenexomy»;
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2.3 TepmuHbl, onipeieIeHUsI U COKPAIIEHUs

Jlns neneit TT B HEM UCTIONB3YIOTCSI TEPMUHBI M COKPAILEHHUS, OIIPEICIICHHBIC B

['moccapuu TepmunoB u onpenenenuid [IAO «PocTtenekoM», a Takke ciaeayoLue:

ALG Application-levelgateway «IIUTIO3 TIPUKJIAJHOTO YPOBHS»;
ANSI American National Standards AMEpUKaHCKHI HAIIMOHATIbHBIA HHCTUTYT
Institute CTaHJapTOB,;
ARP Address Resolution Protocol [IpoTokoun pa3perieHus aJpecos;
BRAS Broadband Remote Access Server | CepBep HIHPOKOIOIOCHOTO YAaJICHHOTO
JOCTYTIA,
CHAP Challenge Handshake ANTOpPUTM MPOBEPKHU TOTHHHOCTH,;
Authentication Protocol
CoS Class of service Kracc cepBuca (kaHaIbHBIYPOBCHB);
CPE Customer permission equipment AOOHEHTCKOE 000pYyI0BaHHE;
CWMP CPE WAN Management Protocol, | IIpotokon yrnpasieHus: aOOHEHTCKHM
cm. TR-069 o0opynoBaHueM 4yepe3 TI100aIbHYIO CETh;
DHCP Dynamic host configuration [TpoTOKOI TMHAMHYECKOTO KOH(UTYPHUPOBAHHUS
protocol CETEBBIX YCTPOUCTB;
DLNA Digital Living Network Alliance CranaapT, TO3BOJISIOIIHA COBMECTUMBIM
yCTpOiicTBaM IrepeaaBaTh U IPHHUMATH 1O
JIOMAIIHEN CETH Pa3INYHbIA MEINAa-KOHTEHT
(1300paxkeHusi, My3bIKy, BUAEO), a TAKKE
0TOOpaXaTh €ro B PeKUME PEaTbHOTO
BPEMECHH;
DNS Domain name system CucreMa TOMEHHBIX UMEH,
DSCP DifferentiatedServicesCodePoint Touka kona nuphepeHIPOBAHHBIX YCIYT) -

9TO ITI0JIC B 3aroJIOBKEC E MMaKkeTa, KOTOpoC
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HCTIIOJB3YCTCA B LCIIAX KJ'IaCCI/Iq)I/IKaI_II/II/I

nepenaBaeMoi HHGOpMaluu;

Ethernet

CeMelicTBO TEXHOJIOTMH MaKETHOM Iepeaadn
JAHHBIX COTJIACHO cTaHaapTaM cemeiicTBa |IEEE

802.3;

FE

- | Fast Ethernet

Ouznyeckuit uaTepdeiic 100Mo6uT/C cornacuo

cnenudukanusm cemerictea IEEE 802.3;

GE

- | Gigabit Ethernet

®uznyeckuit uaTepdeiic 1 I'6ut/c cornacuo

cnenudukanusm cemerictea IEEE 802.3;

HTTP

- | Hyper text Transfer Protocol

«IIPOTOKOJI I€pCaaun TUIICPTCKCTA» —
IIPOTOKOJI ITPHUKIAIHOI'O YPOBHA IICPCaAadU
JaHHBIX (I/ISHa'-IaJ'IBHO - B BUAC TUIICPTCKCTOBLIX

JIOKYMEHTOB);

HTTPS

- | Hypertext Transfer Protocol Secure

Pacmmpenne nporokona HTTP,

noJiepkuBaroniee mudpoanue. JlaHHbIe,

nepenasaeMblie 1o npotokony HTTPS,
«YNaKOBBIBAIOTCS» B KpUNITOrpaduiyecKuit

npotokoi SSL miu TLS, TeM cambIM

oOecIeYnBacTCs 3aIUTa dTUX JaHHBIX;

ID

- | Identifier

Unentudukarop;

IEEE

- | Institute of Electrical and

Electronics Engineers

I/IHCTI/ITYT HHKCHCPOB I10 3JICKTPOTCXHUKE U

QJICKTPOHHUKC,

IGMP

- | Internet group management

protocol

[IpoTokon ynpaBiieHUs: MHOTOAJJpECHOM

(multicast) nepenaueii nanubIx B IP ceTsx;

IP

- | Internet protocol

HpOTOKOJ'I nepeaadyn JaHHbIX CCTCBOT'O YPOBHI,

IPoE

- | IP over Ethernet

[Tepenaua IP mosepx Ethernet;
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IPTV - | IP Television TeneBu3nOHHOE BENaHUE C UCIIOIH30BAaHUEM

npotokoja |P;

ITU - | International Telecommunication MeskayHapOoIHbII COI03 3IEKTPOCBA3H;
Union

LAN - | Local Area Network JlokanpHast BEIYUCIUTEIBHAS CETh,

MAC - | Media Access Control KoHTpoas nocTymna k cpee;

MDI - | Medium Dependent Interface WuTepdeiic 3aBucAIuUii OT IepeIaroOIICH CpeIbl

MDIX | - | Medium Dependent Interface with | Matepdetic, 3aBHCsINNiA OT MepeAArOIICH
Crossover Cpebl C MePEKPECTHBIM COCTUHCHUEM

MVR - | Multicast VLAN Registration OyHKIMSA perucTpanuu (BKIIOUEHHUs) TIopTa

y3na cetd B MC-VLAN;

NAT - | Network address translation TpaHCHIALus CETEBBIX aPECOB;

OMCI |- | ONT management and control Hutepdeiic ynpaBneHus abOHEHTCKUM
interface YCTPOUCTBOM;

OLT - | Optical line terminal OnTu4eckuil TMHEHHBIN TePMUHAT;

PAT - | Port address translation TexHOoIOrUs TPAHCIIAIMU CETEBOTO ajipeca B

3agucumoctu ot TCP/UDP-nopra nomyuarerns;

PC - | Personal computer [TepcoHaNbHBINA KOMITBIOTED;

PPPOE | - | Point-to-Point Protocol over [TpoTokon coeAMHEHHS TOYKA-TOYKA Yepe3 CEeTh
Ethernet Ethernet;

PVC - | Permanent Virtual Circuit [TocTosiHHBIN BUPTYaIbHBINA KaHAT;

RFC - | RequestforComments «3asiBKa Ha 00CYXJACHHE)» - TOKYMEHT U3 CEPUU

POHYMEPOBAHHBIX WH()OPMAITMOHHBIX
nokyMeHTOB HTepHEeTa, coaepKanmx
TEXHUYECKHE CTIeNU(PUKAIIIU U CTaHIAPTHI,

MU POKO IMMPUMEHACMEBIC BO BCGMHpHOfI CETUu
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RJ-45 Registeredjack Pazvem RJ-45, kak npaBmiio, HCIIOIB3YOTCS
JUTS COSTUHCHUS Pa3IMYHBIX CeTeBBIX |P
YCTPOMCTB B KOMITHIOTEPHBIX CETSIX;

RTP Real-time Transport Protocol [TpoTOKOII IMepenayn peaabHOr0 BPEMEHH;

RTSP Real Time Streaming Protocol [ToTOKOBBIN IPOTOKOJ PEATTLHOTO BPEMEHH,
NpeHa3HAYCHHBIN JUTSI UCTIOIb30BaHMS B
cucTeMax, paboTamuX ¢ MyJIbTHMEIUa
JAHHBIMH, ¥ TTO3BOJISIFOIIMNI KIIMEHTY YIATIEHHO
YIPaBJISITh MOTOKOM JIaHHBIX C CEPBEPa;

SLA Service Level Agreement Corarnienue o KauecTBe 00CITy)KUBAHHUS;

SSID Service Set Identifier WnenTrdukatop 30HbI 00CTYKUBAHUS;

STB Set-top-box [IpucraBka gexonep ISt IPeIOCTaBICHHS
JOCTYTIa K yCIYTre TeJICBU3NOHHOTO BEIAHMS C
WCIIOJIb30BaHUEM TIpoToKkona IP;

S- Service VLAN VLAN Ha cepBuc;

VLAN

TCP Transmission Control Protocol [Iporokon ynpaiieHus nepeaayei;

ToS Type of service Tumn cepBuca (ceTeBoOi ypOBEHb);

TR-069 Technical Report 069 -CWMP Texuuueckas crieruduxaus

(CPE WAN Management Protocol). | BroadbandForum, onuceiBaroiias mpoTOKO

yIpaBlieHUs1 A00OHEHTCKUM 000pYyI0BaHUEM
4yepe3 r100aNbHYIO CeTh;

UDP User Datagram Protocol [IpoTokon nerTarpamMm moJib30BaTe;

UPNP Universal Plug and Play Habop ceTeBbIX MPOTOKOJIOB, MyOIMKYEMbIX
dopymom UPnP. Ilenr UPnP —
YHHUBEpCallbHasi aBTOMATHYECKask HaCTPOMKa
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CETEBBIX YCTPOMCTB KAK JOMA, TaK U B

KOPIIOPaTUBHOM Cpejie;

uUSB

- | Universal Serial Bus

«YHHBEpPCAJIbHAS NIOCJIEIOBATEIBHAS IIIUHAY,
nocjenoBaTeabHbI HHTEpGENC neperadu
JaHHBIX IS CPEHECKOPOCTHBIX U
HU3KOCKOPOCTHBIX NMEepU(PEepuiiHbIX yCTPOUCTB

B BBIYMCIUTEIBHOMN TEXHUKE,

VLAN

- | Virtual Local Access Network

BupryanpHas nokanpHas ceTh;

VoD

- | Video on Demand

Buneo mo tpeboBanmio (3ampocy);

WAN

- | Wide Area Network

['moGanbHas KOMIIBIOTEPHAs CETh;

WEB

- | WorldWideWeb

Pacnipenenennas cucrema, npeaocTaBIIsONIas
JOCTYII K CBSI3aHHBIM MEXIYy COOOM
JIOKYMEHTaM, PACIIOJI0KEHHBIM Ha Pa3JIMYHbIX

KOMITIBIOTCpax, HOAKIIOYCHHBIX K I/IHTCpHeTy;

Wi-Fi

802.11

- | TexHonorust 6ecrIpoBOIHOM Mepeaaun JaHHBIX ONMKUCHIBaeMasi CEPUel CTaHIapTOB

3. Tpeb6oBanus K PyHKIHOHAILHOCTH OKOHEYHOr0 000PY/A0BAHHS

3.1 06uue TpeGoBaHUA

[TaccuBHas ontuueckas cetb (GPON), obecneurnBaer MHOTO(QYHKIMOHAIBHBIN

H_II/IpOKOHOJIOCHHﬁ AOCTYII B HHTepHeT C Ka4YCCTBCHHBIM U HAaAC)KHBIM COCAMHCHUCM

Ha cKopocTsix —  jo 1 T'6ut/c.

ITo OHOMY OIITOBOJIOKOHHOMY Ka6€HIO,

MPOBEJACHHOMY HETOCPEJICTBEHHO B KBapTHUPY, A0OHEHT TMOJIy4aeT yCIYyTH Mmepenadn

JaHHBIX 1 TCJ'IC(l)OHI/II/I C TapaHTUPOBAHHBIM Ka4€CTBOM O6CJ'Iy)KI/IBaHI/IH.
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3.2 AuTepdeiichl

VYeTpoicTBO T0KHO OBITH 000PYAOBAHO CIEIYIONIMMHU HHTEepdericamMu:

e | mopt GPON (SC/APC) 3enenoro 1sera;

e 4 (uetnipe) mopta LAN 10/100/1000 Base-T ¢ aBToMaTH4YEeCKHM OTpecIcHUEM
noasipaoct MDI/MDIX (RJ-45);

e He menee ognoro mopra USB 3.0 s nonkmouerns USB ¢ Hakonmrenei

(OTMIIMOHAIEHO);

e becnpoBoansiii uatepderic Wi-Fi (2,4 I'T1y/5.0 I'T, 802.11b/g/n/ac).

3.3 TpeGoBaHus K MPOU3BOAUTEILHOCTH

YcTpouctBo JOJIYKHO

IMPOU3BOAUTCIIbBHOCTHU!

o0ecreynBaTh ciIeayromuc

HOPMAaTHBLI 1o

3.3.1 Ckopocts mapmpytuzanuu GPON <-> LAN B mo0bIx pexkuMax pabOTHI HE MEHEE:

800 MowuT/c.;

3.3.2 Ckopoctb koMmyTanuu LAN <-> LAN: Ha cKOpOCTH MOJKIIOUEHNUS;

3.3.3 Cxkopocts mapmpytuzanuu GPON <-> WLAN 2.41'Tu: vHe menee 90 Mout/c;
3.3.4 Ckopocts Mapumpytuzauu GPON <-> WLAN 5.0 I'Tu: e menee 400 M6ut/c;

3.3.5 Ckopocts mapmpyruzamuun GPON <->WLAN 5.0 I'T'u: ve menee 200 MouTt/c npu

nByx hop;

3.3.6 Cxopoctb Mapuipytuzanuu GPON <-> WLAN 5.0 I'Tu: ne menee 100 MouTt/c npu

Tpex hop

3.3.7 Tlpu makcumanbHoi yrunuzanuu GPON nopta (BHE 3aBUCMMOCTH OT TUIA Tpapuka

¥ KONHMYECTBAa ceccwif, He Oosee 3HadeHus 1.7.1) Multicast oOpabGartwsiBacTcs B

MMPUOPHUTETEC, HC BBI3bIBASA MCKAXKCHUA I/I306pa)KeHI/I$I TB KapTUHKHU.

3.4 Tpe6oBanus s mopToB Ethernet

[TopTsl ycTpoOHCTBA TOJKHBI YIOBIETBOPATH CIEAYIONIUM TPEOOBAHUIM:
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3.4.1 802.3 Ethernet;

3.4.2 802.3u Fast Ethernet;

3.4.3 802.3ab Gigabit Ethernet;

3.4.4 802.1p, 802.1q —n0 8mu VLAN 0ogHOBpEMEHHO;
3.4.5 MAC Ttabnuia, He MeHee yeM Ha 64 3amucy;

3.4.6 MakcuMalIbHBIN TIOIep)KUBaeMbIi pa3mep kanapa Ethernet 15226aiir.

3.5 TpeooBanus niass GPON
NuTepdeiic GPON nomkeH yaoBIeTBOPATH CISAYIONUM TPEOOBAHUSIM:

3.5.1 [Togmepxka ITU-T G.984.1, G.984.2, G.984.3

3.5.2 [ToaTBEepKIeHHAS TECTUPOBAHUEM COBMECTHUMOCTH 1o mpoTokonry OMCI B
coorBeTcTBUM pexomeHmanmii G.988 ¢ yxe ycranoBneHHeiM Ha cetu [IAO
«Pocrenexom» CTaHITMOHHBIM aKTUBHBIM o0opynoBanuem OLT;

3.5.3 ONT GPON momxna He Oonee yem 3a 30 CEKyHI BBIMOJIHATH TOITHYIO
MpoIEypy MOMNBITKA ycTaHOBIeHHs coenuHeHus ¢ OLT. Tlpoiecc ycraHOBKH
COCMHEHMS JOJKEH COMTPOBOKIATHCS CBETOBOM MHIUKALIUECH;

354 [Tognepxka Heckonbkux VLAN B onHonanpaBneHHoM GEM kanane st
MHOT03/IpECHOTO M IIMPOKOBEIIATEILHOTO TpaduKa;

3.5.5 OrpaHnyeHre CKOPOCTH IIMPOKOBEIIATEIHLHOIO0 1 MHOT0aIpECHOT0 Tpaduka

B BOCXO/SIIIEM HampaBjieHUHU (OMIIMOHAIBHO);

3.5.6 Onrtuueckuit maTepderic kinacca B+, C+, no 20 km;
3.5.7 [Tognepxka He meHee 8 akTuBHBIX GEM nopToB;
3.5.8 [Tognepxka metona peructpanuu ONT no cepuitHomy Homepy 1 PLOAM

napouto, BBogumomy depe3 WEB unTepdeiic ycrpoiicTsa;
3.5.9 Hamnune ¢pynkmun DyingGasp;
3.5.10 [Moanep:xka mexanusma FEC (Forward Error Correction);
3.5.11 [Monnepxxka DBA (Dynamic Bandwidth Allocation);

3.5.12 [Tonnepxka AES ¢ kiatouamu 128 uin BhIIIIE;
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3.5.13 [Tomnepxxka T-CONT type 1-5;
35.14 O6nosaenue I10 mocpeactesom OMCI,
3.5.15 [udpoBanne GEM kananos,

3.5.16 Ynpasnenne nosocoit npomyckanus ;s GEM mopros.

3.6 O61ue pyHKIUOHAJIBHBIE TPEGOBAHUSA
3.6.1 OpHOBpeMeHHas OIEePIKKa HECKOJIBKUX TUIIOB coequHeHnit Ha ogHoM VLAN;
3.6.2 Tlomnepkka He MeHee 4x |P coennHeHM ¢ pa3HBIMU THIIAMH TTOAKIIOUCHHUS;
3.6.3 Tlomnepsxka nmpotokoios ayreHTHGuKanuu PAP u CHAP mist PPPOE;
3.6.4 Pabora B pexxuMe MapuipyTu3aTopa (CTaTuueckas MapIpyTHU3aIus);
3.6.5 ITonmnepsxkka nmpo3paunoro mocta VLAN-LAN (VLAN-LAN transparent bridging);
JUTSI HEKOTOPBIX TPYII TTOPTOB;
3.6.6 CasazpiBanue moproB VLAN/LAN (VLAN/LAN port mapping);
3.6.7 Kommyrtanwms makeToB Mexy xoctamu LAN;
3.6.8 IPv6 u IPv4 dual stack nnsa moaxiroueunii PPPOE u IPOE;
3.6.9 RFC 3633 — IPv6 prefix options for DHCPVG6;
3.6.10 RFC 3315 — DHCPVG;
3.6.11 RFC 4862 — SLAAC

3.6.12 Source based routing — MapmpyTH3alUs IO BXOJAIIEMYy HHTepdercy
(oMLMOHANIBHO);

3.6.13 DNS Client/Server/Relay;

3.6.14 DNS v6;

3.6.15 RFC 1305 — NTP u/unmu RFC 4330 — SNTP;

3.6.16 Br16op uacoBoro mnosca;

3.6.17 OrcyrcTBue XECTKOW NMpUBS3KU (Ha anmapatHoMm ypoBHe) LAN uHTepdeiicoB K
TUMAaM TOAKIIOYAEMBIX K HUM yCTPOUCTB/cepBHCOB (T.e. K M00bIM LAN mopram
MoxkeT ObITh monkiiodeH [P tenedon, STB wmnm xommbioTep U B JHOOBIX

KOMOMHAIUX);
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3.6.18 IMomnepxka RFC 4638 — aBromaTnueckoe cornacoanne MTU/MRUB PPPoE;
3.6.19 RFC 826 — ARP;

3.6.20 RFC 791 — ICMP;

3.6.21 TMoxnepxxka DMZ;

3.6.22 IPSec/L2TP Pass-through.

3. 7NAT
3.7.1 RFC 3022 - NAT/NAPT, ne menee 4000 ceccwii;
3.7.2 Tlonnepxka Reverse NAT;
3.7.3 Tlogaepxxka UPNP mommkHa ocymiecTBIAThCSA TOIbKO co cTopoHbl LAN mopToB;
3.7.4 Tlomaepxka port mapping/port forwarding ¢ Bo3MOXHOCTBIO YIIpPaBJICHHUS 4epe3
CWMP.

3.8DHCP
3.8.1 RFC 2131, 2132, 3315 — DHCP-server/client/relay;
3.8.2 DHC Pv6 prefix delegation;
3.8.3 Tlomnepxka omuit DHCP: 1, 3, 6, 15, 20, 28, 33, 42, 43, 53, 54, 60, 120, 121, 249
JUTSI aBTOMATUYECKOTO TIOTy4eHUsI KOH(UTYpPAITMOHHBIX MTApaMeTPOB;
3.8.4 Ortob6paxenue B Web unrepdeiice cincka moakimoueHHbIXx DHCP kiIHeHTOB U THITa

uHTepdeiica MoAKIOYEHUS.

3.9 Multicast
3.9.1 MVR na LAN unrepdeiicax;
3.9.2 IGMP V2, V3 na LAN unrepdeiicax;
3.9.3 IGMP Proxy, ¢ BO3MOKHOCTbIO BKJItOUeHus J100bIX |IP nHTepdeiicax;

3.9.4 IGMP Snooping;
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3.9.5 ITakerst IGMP momxubl miepenaBatbest 0e3 mHKancymsuuun PPPOE ¢ source [P
aapecom 0.0.0.0 (TR-101);

3.10 be3onacHocTh

3.10.1 Oyukuus punpTpanuu no MAC-agpecam (BHYyTpeHHss 0a3a HE MEHEE YEM
Ha 64 anpeca);

3.10.2 Bo3smoxHocTh orpanmuenus HeusBecTtHoro Unicast/Multicast/Broadcast
Tpaduka (ONMIMOHAIBHO);

3.10.3 OunpTpanus HeuzBecTHOro Unicast/Multicast Tpaduka;

3.10.4 [Monnepxxka PAT ¢ ALG s nporokonoB RTSP (VoD) FTP, PPTP;

3.10.5 BosmoxHocTh co3maanms cruckoB goctyna (ACL) ¢ dunpTpanmeii makeToB
Ha OCHOBe HOMepa mpotokoja/mons «Next Header» B 3aronoske IPv4/6 makera,
nopTa TpaHCIIOPTHOTO ypoBHS, [P-anpeca ucrounnka / Haznauenusi, MAC-anpeca;

3.10.6 JoimkeH noaiepKuBaThes PyHKIIMOHAT MexkceTeBoro skpana (Firewall) s
IPv6. B xondurypamuu no ymondanuto IPv6 maxetsi, moctymaromme ¢ WAN
uHTepdeiica, JOMHKHBI OBITH OTOPOIIEHBI, KPOME CIIy4as, KOI/la OHU OTHOCSTCS K
CECCUM, MHUIIMUPOBAHHOM CO CTOPOHBKI JIoKanbHOU cetu (LAN/WLAN);

3.10.7 Bo3MOXHOCTh KCIIONIB30BaHUS CIHCKOB JIOCTYIA Ha BceX MHTepdeiicax B
HaNpaBJICHUIX TPUEM U Tepeiava;

3.10.8 Bo03M0XHOCTB HCTIOJIB30BaHUS CIIUCKOB JAOCTYIA JJIsl OTPAHUYEHHUS 10CTyIa
K uHTepdelicam ynpasieHus (Be6-unrepdeiic, telnet, CWMP) mapuipytuzaropa Ha
ocHoBanuu IPv4/6 anpeca uannmaropa ceccun ynpasienus (source IP);

3.10.9 Hoctyn mo telnet momKeH OBITh BO3MOXEH TOJBKO IO CKPBITOH
OTIepaToOpCcKOi y4eTHOW 3amuchio «superadminy. BriroueHne BO3MOKHO TOJNBKO C
npaBaMu Y4E€THOM 3ammcu superadmin. B kondurypammm mno ymomdanuio telnet
JIOJDKEH OBITh BBIKITIOUCH;

3.10.10  3aBozckoii Mapoib A HHXKEHEPHOU yueTHOH 3anucu "superadmin': maposib

JOJIDKCH OBITH YHUKAJIBHBIM IJI KaXXI0T'O YCTPOﬁCTBa n CBiA3aH C CGprIHI:IM
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HOMEpOM HeoOpaTumoil ¢yHkuued. MuHuManbHas JuiMHA naposis 16 CHMBOJIOB.
3aBoJICKOM Tapoib ObITh YKa3aH B JOKYMEHTAaX Ha IMOCTaBKY yCTPOMCTBA,

3.10.11 3aBojCKON TMaposb Uil ydeTHOW 3amucu "admin": mapoib JOJDKEH
NPUCYTCTBOBaTh HAa STHUKETKE W OBITh YHUKATBHBIM ISl KaXXJAOTO YCTPOMCTBA.
MunumanbHast IJIMHa Tapois § CHMBOJIOB.

3.10.12  Koudwurypamuss 1o yMOJYaHHIO JIOJDKHA YIIOBJICTBOPATH CIICIYIONTUM
TpeOOBAHUSIM:

3.10.13 Ha WAN uHTepdeiice JOKHBI OBITh OTKPBITHI CIEAYIOIIHE TTOPTHI:

3.10.14 TR-069 CWMP TCP/7547

3.10.15 DHCPvV4 Client UDP/6S,;

3.10.16  DHCPv6 Client UDP/546;

3.10.17  Ha untepdeiicax nokanbHoit cetrt (LAN/WLAN) n0/KHBI IPOCITYIINBATh
TIOPTHI CIIEAYIOITNE TTPOIIECCHI:

3.10.18  HTTP cepsep Beb-untepdeiica (TCP/80);

3.10.19  DHCEP cepsep (UDP/67);

3.10.20  DNS cepgep (UDP/53, TCP/53);

3.10.21  UPnP cayx6a (UDP/1900).

3.10.22  CPE nmomxna otOpacsiBath IPv6 makeTsl ¢ multicast agpecoM B mose source
address;

3.10.23  CPE pomxna otOpacwiBath IPv6 makersl ¢ multicast agpecom B mone
destination address nepecwinaembie u3 LAN B HanpaBneHun WAN;

3.10.24  CPE nomxHa otOpaceiBaTh |PV6 maketst ¢ Extension Header Routing Header
Type Owu 1;

3.10.25  CPE nomxna orOpaceiBaTh [Pv6 maketsi, nepecsinaemblie u3 LAN B cTopoHy
WAN ecnu B nosie source address yctanosinen [Pv6 anpec otnnunblii oT npedukca

BeranHoro no DHCPv6-PD;
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3.11Q0S

3.11.1  TMomnmepxka WFQ, SPQ, SPQ+WFQ: He MeHee 4-X ouepeeii;

3.11.2 RFC 2474, 2475 — Tlonnmepxka Diffserv. MapkupoBka U OpraHu3aiius
ouepesiel I ucxousmero Tpaduka mo nmapamerpam: Connection Type, Network
Interface, MAC, IP, Hostname, DSCP/ToS Value, Port Number u Application;

3.11.3  ®dopmupoBanue Ttpaduka (Traffic Shaping) — VYmnparienue mnomocoi
MPOINYCKAHUS U OTPaHUYCHUE CKOPOCTH TIepeiauu JTaHHBIX;

3.11.4  Orpannuenue ckopoctu Ha ocHoBe VLAN, Ethernet mopra, IP/MAC/tcp/udp
port;

3.11.5 TIlommepxka Ha kaxaoM LAN mopTy BO3MOXHOCTH YCTaHOBKH BO BCEX
Bxomsmux IP makerax monst DSCP B onpenenénnoe 3HaYeHNE 110 YMOTYAHHIO;

3.11.6  Koudurypamus napamerpo QoS nocpenctsom CWMP.

3.12 TpedooBanus k uaTepdeiicy Wi-Fi
3.12.1  becmnpoBoanoii uatepdeiic Wi-Fi qomkeH y0BIETBOPATH CISAYIONIHM
TpeOOBaHUSM:
3.12.2  Tlonmnepxka 802.11b/g/m B 2.41 T'1y;
3.12.3 [Monnepsxka 802.11a/nfac B 5.0I'T'y;
3.12.4  Tlonmmepxxka Explicit/Implicit Beamforming mys 802.11ac;
3.12.5 Tlomnepxxka Implicit Beamforming ms 802.11n (oniuoHaibHO);
3.12.6  MIMO 2x2, ne menee 135 M6uT/C Ha kaxayro anTeHHY B 2.4 ['T11;
3.12.7  MIMO 4x4, ae menee 433 MOuT/c Ha kaxayro anTeHHy B 5.0 I'T'1r;
3.12.8  BcTpoeHHbIE aHTEHHBI,
3.12.9 [Tonnepxxka Wave 2 MU MIMO na 802.11n/ac B8 5.0I'T
3.12.10 Tlommepxxkka He wmeHee 4x SSID ¢ BO3MOXHOCTBIO PA3IMYHBIX CXEM
aBTOPH3AIIH;
3.12.11 TIIpussska SSID x ogHomy, 1100 pazueiM VLAN;

3.12.12 Orpanunuenue ckopoctu st kaxaoro SSID;
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3.12.13 M3zomsus 6ecrpoBOIHBIX KIMEHTOB B oqHOM SSID;

3.12.14 Tlonnepxka WEP, WPA2, WPA2-PSK ¢ mudpoBanuem AES;

3.12.15 Tloanepxka WPS PBC (ynpaBiieHre KHOTIKOH);

I. Bo3mokHOCTB BKITIOUeHUS/0TKITIIOueHHS nHTepdeiica Wi-Fi uepes web-unrtepdetic;

3.12.16 VnpapneHue KOIMISCTBOM MOAKIIOUEHU Ha KakaoM SSID;

3.12.17 VYmupapineHue MOIIHOCTHIO IEPEIATINKA,;

3.12.18 VYmnpasnenue kanaizamu. [Ipu crapte ycTpoHCTBO JOIKHO BEIOMPAThH KaHAN C
HaMMeHbIIeH naTepdepentei Ha ocHoBannn RSSI;

3.12.19 Tlonnepxka 802.11e (WMM). BozamoxkHOCTh yrpaBisth HacTpoiikamu [EEE
802.11e;

3.12.20 Hactpoiika Tuma mpeaMOyibl, 9acTOTHI BemaHus beacon-dpeiima, Short
Guard Interval, mmpunsr kanana (20, 40, 20/40 MI'n s quanasona 2.4 I'T'o u 20,
40, 80 20/40/80 MI'm nns nuanaszona SI'T');

3.12.21 Wi-Fi-pagap: ¢ otoOpakeHneM B MHTepdeiice BceX 0eCIpPOBOIHBIX TOYEK
noctyna B quanazonax 2.4 ['Tuu 5.0 I['T.

3.12.22 Tloxnepxka He MeHee 15 0OTHOBPEMEHHBIX MOAKITIOUCHHUH;

3.12.23 VYmnpasnenue 6ecipoBOAHBIMU ToIKItoueHus MU 110 TR-069;

3.12.24 Annaparnoe ucnonnenue urepgeiica 5 I'T'u gomkno umers BHemHnit FEM
(front-end module)

3.12.25 XapakTepuCTUKH BBIXOJHOW MOITHOCTH UCTIONB3yeMbIXx FEM nomKkHBI OBITH
HE HIKE CIIEAYIONUX 3HAUCHUIA:

a. 20 dBm B 802.11ac VHT80 ms MCSO,
b. 20 dBm B 802.11ac VHT&0 nna MCSO.

3.13TpedoBanuss k MESH-Wi-Fi
KonTtposiep — kopHeBoe ycTpoiicTBo B cetu EasyMesh;

ATeHT — TOTIOJTHUTENIbHAS TOUKA J0CTyna B ceTn EasyMesh;
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Tpancnopthoe coenuuenue — WIi-Fi win  Ethernet coeauHeHHe MeEXIy

KOHTPOJUIEPOM U areHToOM, JIM0O MEXKIy areHTaMu JJisl Tiepe/ladyd JaHHbIX B CETU
EasyMesh;

3.1.1 Tlomgmepxxka 802.11k/v/1/;

3.1.2 VYcrpoicTBO MOJDKHO TMOAEPKUBATh aBTOMATUYECKUW BBIOOp POJM B CETH —
KOHTPOJUJIEP WJIM areHT Ha ocHoBe ctatyca WAN coennHeHus,

3.1.3 VYcrpoicTBO AOMKHO MOAAEPKUBATH TPAHCIIOPTHOE COCIMHEHHUE MO CICTYIOIINM
KaHaJIaM CBSI3H:

o wuntepdeiic WiFi 2.4 I'T1 (onuoHanbHO);
o wunrepdeiic WiFi 5 [T,
o kabems Ethernet.

3.1.4 VYcrpolicTBO B KadyecTBE areHTa MOJDKHO MOAKIIOYATHCS K KOHTPOJUIEPY WU
APYrMM areHTaM, KOTOpble HaxoisTcs B pexume EasyMesh (tombko s
aQHAJIOTMYHOM MOJIEIH POU3BOAUTETS);

3.1.5 Kimentsl, noaxmouyeHnble Kk cetaM WiF1 2.4 I'Tn mum 5 I'T'n areHra B cetH
EasyMesh nomkHBI MMETh JOCTYN B HMHTEPHET MPH YCIOBUHM €r0 HalU4Msi Ha
KOHTPOJLIEPE;

3.1.6 VYcTpoWcTBO MOMKHO MOJJEPKHBATh MEPEKII0YaTh THUI  TPAHCIIOPTHOTO
COEJIMHEHHUSI Ha OCHOBAHUU JIaHHBIX O Ka4eCTBE CpeJIbl Iepelaun JaHHbIX;

3.1.7 VYCTpoWCTBO  AOMKHO  MOAJACPKUBATH  MPUOPHUTE3ALUI0  TPAHCIOPTHOTO
COCIMHEHUS;

3.1.8 VYcrpolcTBO T0JIKHO BOCCTaHABIMBATH CBSI3b C OyMyKalleil TpaHCIIOPTHON TOYKOM
IIPU NOTEPE TEKYIIETO TPAHCIIOPTHOTO COCTUHECHHUS,

3.1.9 VecrpoiictBa B cetn EasyMesh nomkHbI UMETh MEXaHU3M PEOPTaHU3ALNU CBOMX
TPAaHCIIOPTHBIX CBSA3EH, HA OCHOBAHWHW Ka4eCTBa CPE/Ibl Iepeau JaHHBIX.

3.1.10 YcTpoicTBO TOMKHO peain30BbIBaTh (PYHKIMIO acCOIMAalMK U KOH(UTrypanuu B
cetb EasyMesh nocpenctBom Haxxatus Ha kHonky WPS;

3.1.11 Cetp Wi-Fi noimkHa UMETh BO3MOXKHOCTD MOJAKIIOYEHHS 10 16 KIMEHTOB;
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3.1.12 B pexume areHra JOJDKHO OBITh MPETYCMOTPEHO aBTOMATHUYECKOE OTKIIOUEHUE
DHCP cepBepa 1 Bcex (pyHKITUN MapIipyTH3aIum;

3.1.13 JlomkHO OBITH peaau30BaHO OOHOBJICHHE KOH(UTYpallud C KOHTpOJIIepa Ha
MTOJIKJTFOYCHHBIX areHTOB;

3.1.14 KoHTpoiep ODKEH UMETh allTOPUTM TepeHanpaBlieHus (TPOKCH) 3alpOCOB OT
cepepa ACS (Connection Request) k arenram;

3.1.15 YcerpoiicTBo 10MKHO coOupaTh HHOOPMAIIHIO O BCEX MOIKIIOYEHHBIX KIMEHTaX K
cetu EasyMesh;

3.1.16 YcrpolictBo A0MKHO cobupaTh uHGbopmanuio o Tomosorun cetu EasyMesh.

Tomnonorust momkHA OBITH TOCTYIHA AJIA TPOCMOTpa B uHTep(deiice poyTrepa u 1o

TRO069.

3.14 TpedoBanusi k USB nmopTy ¥ 10M0JHUTEIbHBIM NPUIOKEHHAM
(onmmUoOHAIBHO)
3.13.1 Tlommepxxka USB ¢mom nakonuteneit ¢ ¢aiinmoBeiMu cuctemamu FAT,
FAT32, NTFS;
3.13.2  Tlonnepxxxka SAMBA ¢ ypoBHSIMU JJOCTYyTIa;
3.13.3 ITonnepxka DLNA.

4. O0mme TpeOGOBAHUSA K YCTPOHCTBY

4.1 TpeGoBaHus K 3JIEKTPONNUTAHUIO

4.1.1 Hanpspkenue nutanus 100-220B (I'OCT 13109) ¢ yacrotoii 50 (£5%) I,
brnox mutanus OBA3ATEJIBHO ¢ ¢GyHKUIMOHANIBHOCTHIO 3alUThl A0OHEHTCKOIO
YCTPOICTBA OT CKAa4KOB NEPEMEHHOrO HAmpsKeHUs B aekTpocetn 220B, myrem
OpUMEHEeHMs]  criaxuBaroumx  guiubTtpoB.  JlaHHas  QyHKIMOHAIBHOCTH
00OpyOBaHMS JOJDKHA OBITh JOKYMEHTAJIbHO TOATBEPXKIEHA MPOTOKOJIOM
coOoTBeTCTBUA. PazpeM 15 ajanTepa NUTaHUS U pa3beM BUJIKU JIOJDKHBI OBITH TOTO

e 1BeTa (KpaCHBbI, YEpHBIN, OPAaHKEBBIN);
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41.2 brok nutanus A0MKEH OBITh MOMEXO3AIIUILEH U MT0XKApPOOE30IaceH;
4.1.3 Kopnyc BIT momken ObITh BBITIOJHEH W3 MiacThka ABS, 6€3 mocTOpoHHUX

3amaxoB. Pasmepsl BIT nomkus! coorBerctBoBaTh CEE 7/16 (EUroplug);

414 BII nomxeH ynepKMBaTbCAd B PO3ETKE M HE BBIIAAATh W3 HEE IIPU
nepeBopaunBanuu. [ Ipu nokaunBanuu bII He npoucxoaut otkntoueHuii. bI1 nomken
BBIJICP)KUBATh TMAJICHUE C BBICOTHI |M Ha MOJ, OOJUIIOBAHHBIA KEpaMUYECKOH
IUINTKOM,

4.1.5 Cpennuii cpok cnyxObl YCTpONCTBAa JOMKHO OBITh HE MeHee 7 JeT
(rapaHTHpPOBAHHOE BpeMsl KU3HU allllapaTHON YacTH yCTPOMCTBA U OJIOKA MUTAHU);

4.1.6 TemrepaTypa Ha BepXHEW IIJIOCKOCTH aOOHEHTCKOTO YCTPOWCTBa, BHE
3aBUCHMOCTH OT THIIA pa3MelleHus, He Bbile +48C npu TeMIiepatype B IOMEIEHUN
+25C u paboTe ¢ MOTHOM HArpy3KOi;

4.1.7 OtcyrctBue B a0OHEHTCKOM  YCTPOWCTBE  aKTHBHBIX  yCTpPOMCTB
NPUHYIUTEIBHOTO OXJIaX/IeHUs (BEHTUISITOPOB);

4.1.8 JnuHa xkaGens mutanus He MmeHee 1,5 m;

4.1.9 BrixonHoe HampspbkeHHWe He JOJDKHO OTJiIM4Yatbes Oosee ueM Ha 5% ot
HOMHHAJIBHOI'O 3HaYCHUS KakK IPU MOJHOW HArpy3Ke, Tak U mpu XX;

4.1.10 VYpoBeHb BBICOKOYACTOTHBIX MYJbCAlMM HAa BBIXOJE (IBOMHAs aMIUIUTYZa
HU3MepeHHas B mmosioce yactoT g0 20 MI') He 6omee 200 MB nipu moiHO# Harpyske;

4.1.11 3anmTa OT KOpPOTKOro 3aMblkaHus Ha Bbixojae bBII ¢ BoccranoBieHunem
HopMasbHOM paboTsl BIT npu ycrpanenun K3;

4.1.12 JlomycTUMBI  ypOBEHb pPaJUONOMEX, CO3/JaBaeMblii OJOKOM JIOJKEH

ynoBierBopsaTh TpeboBanusm ['OCT P 51318.14.1 (CUCTIP 14-1-93)

4.2 TexHuyeckue TpeGOBAHMSA K XPAHEHUIO U IKCILTyaTalluH

42.1 PaGouas Temmnieparypa: ot 0° 1o 48°C.;
4.2.2 Temneparypa xpanenust: ot -20° 1o 70°C.;

4.2.3 PaGouas BnaxHoCTh: 0T 5% 110 90%, 6€3 00pa3oBaHMs KOH/ICHCATA;
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4.2.4 OneKkTpoMarHuTHas coBMecTuMocThb: CE.
4.2.5 OTcyTCTBHE OLIYTUMOTO 3BYKOBOI'O HM3JIyUYEHHS YCTPOMCTBA B IpPOIECCE
paboTHI.

4.3 0TKa30yCTONYNBOCTD
43.1 MTBF (Mean Time Between Failure, cpeiHee BpeMsi HapaOOTKH Ha OTKa3)
OIIEpallMOHHON CUCTEMBI JOJKHO OBITh HE MEHbIIIE 1 rosia (T.€. yCTpOKUCTBO JOJIAKHO

HYKJAThCS B TIepe3arpy3ke He 0oJiee ueM OJIMH pa3 B roj);

4.3.2 [TpomomKUTENEHOCTD KU3HU YCTPOWCTBA JOJDKHA OBITH HE MEHBINE CEMHU
JeT;

4.3.3 Cpennee BpeMsi HapaOOTKH Ha OTKa3 yCTPOKMCTBA JOHKHO OBITh HE MEHee 2
JeT;

4.3.4 Bo3MoxkHOCTh BO3BpaTa MoJjib3oBaTesieM KOH(UTypaluu K 3aBOJICKOM.

5. TpeOoBaHusi K yNPaBJIeHUI0 A00HEHTCKUM 000pYy/10BaHUEM

5.1 Ynpasnenue npu nomouu Bed unrepdeiica u TR-069;

Jns ynpaBnienus yepes BeO-uHTepdeic 10KHO 00eCcTieunBaThCA JIBa YPOBHS
NPUBWIETUH TIOJB30BaTENEH ¢ pa3HbIM HAOOPOM cTpaHuIl. MaTpHIia 10CTyIa y4eTHBIX
3anucei JoJIKHA COOTBETCTBOBAThH Tabmume 1

Tabnuna 1 - Marpuna goctyna k Bed-unrepdeiicy CPE:

Kondurypaumonnass | Yuernas 3alMCh | YYeTHasi 3amuMch cymep-
eIMHHIA noab3oBaresist (Admin) M0JIb30BaTeJIf (super-
admin)

Nudopmanus o6

ycrpoiictee - S/N,
[Ipocmotp, Bo3MoxkHOCTH | [IpocMOTp, BOZMOXKHOCTD
Mogens, Bepcus
obnosnenus [10 o6HoBnenus [10
wtatgopmel u Io,

KOHTpPOJIbHAs CyMMa.
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CoxpaHeHue, 3KCopT U
UMIIOPT KOHPUTYpaIuu
YCTpOMCTBA. DKCHIOPT CoxpaHeHnue, 3KCIopT U
BO3MOXEH B JIBYX UMIIOPT KOH(UTYpALIT
BapHaHTaX: yCTpoiCcTBa. DKCIOPT
Konduryparus
- WU pPOBAHHBIN (aiin BO3MOXEH B IIN(POBAHHOM
yCTpoOiicTBa
KOH(UTypaIuu. WM HeU(POBAHHOM
ConepXuT Bce HACTPOUKH, | BapuaHTax, (paili coaep KUt
UMIIOPT BOCCTAHOBHT BCE€ | BCE HACTPOUKH.
YCIIYTH;
- Heln(POBAHHBIM.
[IpocmoTtp
[IpocMoTp cocTostHUS
WAN nopt COCTOSIHUS U
U CTaTUCTUKHU
CTaTUCTUKH
Cepsuca uTepner
(TONBKO MpU3HAK
IIpocmotp n [IpocmoTp 1
MHTEPHET U KOrja
VU3MEHEHHE U3MEHEHHE

tenedonus u/mm TR

paboraroT yepe3 DG)

Cepauc Tenedonuu u
TeseOHHbIE TOPTOB
(TONBKO ecu ecTh
MpU3HAK TeJaePOHUs Ha

WAN coeanHeHun)

TonbKO MPOCMOTP

COCTOSIHUS U HOMEPaA

IIpocMOTp 1 n3MeHEHUE

Cepsuc TR069 (Tosbko
eciu ectb npusHak TR069

Ha WAN coeanHeHun)

TosbKO mpocMOTp

COCTOAHUA

IIpocMOTp 1 U3MEHEHHUE
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Cepsuc Telnet

He oTobpaxaetcs

BxroueHne/oTKIIOUCHHE,

aBTOpU3ALHNS
Igmp proxy [IpocmoTp 1 U3MeHEHNE [IpocmoTp 1 U3MeHEHNE
I'pynnupoBka WAN
[IpocmoTp 1 n3meHeHue IIpocmoTp 1 n3meHeHue
uHTEpPeiicoB
IIpocMOTp 1 M3MEHEHHE
Hacrtpoiiku NTP [IpocmoTp HacTpoek
BCEX HACTPOEK
Hactpoiiku ARP [IpocmoTp kema IIpocmoTtp kemra
[Ipocmotp IP/MAC [IpocmoTtp IP/MAC
Hacrpoiikn uH(popMalMK, HacCTporKa | MHPOpMALUH, HACTPOIKa

noxkansaoro DHCP

cratnueckux DHCP

MIPUBSI30K

crtatnueckux DHCP

MIPUBSI30K

Cocrosguune Wi-Fi

[Tonneri, mapons WiFi
CKPBIT, HO €r0 MOKHO

MIOCMOTPETH

[Tonnsrii, mapons WiFi
CKPBIT, HO €r0 MOYKHO

MIOCMOTPETD

Hactpoiiku cepsuca QoS

He orob6paxaercs

[IpocmoTp 1

HN3MCHCHHUC

Hactpoitku LAN nopros

[TpocMoTp 1 U3MeHEHNE

IIpocMOTp 1 M3MeHEHUE

Hactpoliku uckintoueHuit

NAT

[TIpocMmoTp 1 U3MeHEHNE

IIpocMOTp 1 M3MeHEHUE

[Tpo6poc moptoB NAT,
DMZ, ALG

[TIpocMmoTp 1 U3MeHEHNE

IIpocMOTp 1 M3MeHEHUE

Hactpoiixu Firewall IPv4

IIpocmoTp 1 n3MeHeHne

IIpocMOTp 1 H3MEHEHNE

Hactpoiiku Firewall IPv6

IIpocMmoTp 1 n3MeHeHUE.
OTtkiroueHue He

BO3MOXHO

IIpocMOTp 1 U3MEHEHHUE




e Poctenekom

YHuBepcaabHble TEXHUUYECKUE TPeOOBaHUS sl IPOBEICHUS
3aKyIOYHBIX MPOLEAYp aOOHEHTCKOTO 000PYIOBAHHS
(GPON_EXPERT) npu oka3aHuu yCIyr 0a3upyrOIUXcs Ha
nepenaue ganubix B [TAO «Pocrenexom»

(Penaxmus 09/20)

Ne busnec-nponiecca: BIT.OI1.02 Crp. 23 u3 44

Mapupyruzanus

[TIpocmoTp Tekymei
TaOJIMIIBI MApUIPYTU3ALUN
U 100aBJeHHE
CTaTUYECKUX MapUIPYTOB
(IPv4/IPv6). HacTpotika
TUHAMHYECKOH
mapurpytusanun. [Tpu
3TOM, UHTEPPEIIC C
[TpocMoTp Tekymieit
npu3HakoMm TR- He moxer
TaOIUIBI MAPIIPYTU3ALNH U
OBITH YaCTHIO
n00aBlIeHUE CTATHYECKHUX
HaCTPauBaEMbIX
MapipytoB (IPv4/IPvo).
CTaTHYECKHX MapIIpyTOB
Hactpoiika tunamudeckoit
Y UCIIOIb30BaThCS B
MapHIpyTHU3aIiH.
JTUHAMUYECKUX
MPOTOKOJIAX
MapuIpyTU3aluu (He
0TOOpaXkaeTcs B CIIUCKE
npeiaraeMbix 1
BBIJIAETCS OIIMOKA, €CIIH
next-hop naxonurcs 3a

1o100HBIM UHTEpdeiicom)

@unbTpanus no MAC
anpecam LAN/WLAN

[IpocmoTp 1 U3MeHeEHNE IIpocMOTp M n3MeHEHUE

Ponurennckuit

KOHTPOJIb

IIpocmoTp 1 n3MeHeHne IIpocmoTp 1 n3MeHeHue
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Hactpoiiku UPnP Ha

LAN/WLAN

IIpocmotp n
U3MEHEHHE TOJIBKO CO

ctoponsl LAN

[IpocMoOTp U U3MEHEHHE

TOJIKO cO cTopoHbl LAN

CMmeHa naposs

CMmeHa cOOCTBEHHOTO

napoJst

Cwmena J1I00BIX TIapoJieit

CeteBble
UHCTPYMEHTHI
(ping, pings,
traceroute,

traceroute6,)

OTtoOpaxaercs

Orobpaxaercs

apyrue

UHCTPYMEHTBI

nebara (mirror)

He otoOpaxaetcs

Orobpaxaercs

[IpocMoTp 1 0OHYyNEHHE

CraTuctuyeckas TonbKo MPOCMOTp JIFOO0M
0001 UMeroIIencs
uHpopmanus CTATUCTUKHU
CTaTUCTUKH
CucremHblie
TosbKko TpOCMOTP [IpocmoTp 1 ouncTKa
JKYpPHAJTBI

Hacrpotiku TR-069

He oToOpaxkaercs

[Ipocmorp,
U3MEHEHHE Yepes

cmeny 110

[Tapons PPPOE n

TEKYIIHH Mapoiib web

He otoOpaxaercs

He oTobpaxaercs

Macrep

Hocrynen Hocrynen
aBTOKOH(UTYpALIUU
Jlorun PPPoE Otobpaxaercs OTtobpaxaercs
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[Tapors PLOAM

He oToOpaxaercs,
HET BO3MOXKHOCTH
U3MCHHTH Yepe3
webUI (tosbko

gyepe3 MacTep)

OTtoOpakaercs, eCTh
BO3MOKHOCTh

U3MCHUTH

5.4 MacTtep ycTpaHeHHUs OITHOOK;

5.5 Be6-untepderic 10KeH ObITh 3alUIIEH TapoJieM;

5.6 Be6-unrtepdeiic nomken nMeth KHONKY Logout u Taiimep 6e3aeicTBuS, TTOCTEe

KOTOpOTO CECcCHsl YIpaBJiIeHHs] aBTOMATUYECKU pa3pbiBacTcs. 3HaU€HHUE TaliMepa

M0 YMOJTYaHUIO JOJHKHO OBITh HE Oosee 15 MUHYT;

5.7 Be6-I/IHTep(1)CI7IC JOJIDKCH UMCTBh MCXaHU3MBI 3allIUThI OT aBTOMAaTH4YCCKOI'O

nepedopa;

5.8 BO3MOYKHOCTb yIpaBiICHUS JOCTYIIOM K YCTPOUCTBY co cTopoHbl WAN;

Bosmosknocts ycranoeku ACL (IP/Port) ans goctymna k uatepdeiicam

ynpasnenust ONT,;

5.9 Bo3moxkHocTh ycranaBnuBath npuoputet (802.p n/unu DSCP) ucxonsumm

makeram CWMP;

5.10 [Tonp30BaTesnp yCTpOMCTBA JOJKEH UMETh BO3MOKHOCTh U3MEHUTH M1apOJIb

BeO uHTep(deiica caMOCTOATENBHO;

5.11 TpeOGoBaHUsT K MUHUMAJILHOM JUTMHE MapoJisi 8§ 3HAKOB, OJIUH U3 KOTOPBIX

noJKHA OBITh Idpa u OykBa. [IpoBepka BBOAMMOTO Mapodisi JOJKHA ObITh

IpeyCMOTpeHa:
5.12 B Web-unrepdetice mpu namMeHeHnu maposis yu&rHoi 3amucu admin.
5.13 TpeboBanue K Maposto JOHKHO OTOOPaXaThCs B MEHIO H3MEHEHHS

y‘léTHbIX JaHHBIX

5.14 B cnyuae, ecnu maposib MoJab30BaTeNsl HE COOTBETCTBYET KPUTEPUSIM

6e3omacHocti, Web-untepdec BHIBOAUT HHPOPMAITMOHHOE OKHO C
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MH(OPMALIMOHHOM COOOIIEHUE O HEKOPPEKTHOM JJIMHE NApOJIsl U OBTOPHBIM
NPUTJIAIICHUEM JIJIs1 BBOJIa. KOTM4ecTBO MOBTOPHBIX BBOJIOB HE OTPAHUYCHO;

5.15 [Tonmp30BaTeNh YCTPOHUCTBA TOIKEH UMETh BO3MOXXHOCTh H3MEHHTD TTAPOJTh
ocHoBHoU WIi-FI cetn caMOCTOSATENBHO;

5.16 [Tonp30BaTeNh TODKEH HMETH BO3MOXKHOCTh TIPOCMOTpPa HH(POPMAITHH O
TEKYIIUX COCTUHEHMSIX C ceThio HTEepHeT;

5.17 [Taponu 115 MOAKTIOYEHUS K ceTH MHTepHET, mapois 1 BeO-uHTepderica
u mapoinu 6e3onacHocTH SSID n0mKHBI XpaHUTHCS B 3aIM(POBAHHOM BHJIE U HE
0TOOpaKaThCsl B HCXOTHOM Kozie WeD-cTpaHuIIbI,

5.18 [Momnepikka cTaTUYECKUX MapIIPYTOB, epenaBaeMbix uepe3 DHCP ommuwy,
st coennHenus ¢ ACS cepsepow;

5.19 Haznauenue ACS URL uepe3 DHCP Option 43;

5.20 CoxpaneHnune KOH(PHUTypaIIH MIPH TIepe3arpy3Ke Win mpu
BBIKJTFOUCHUH/BKIIOYCHUN TUTAHUS;

5.21 Oo6nosnenue 10 He 101KHO TPUBOIUTH K TOTEpe TeKyIIel KOHUrypauuu
U K TIOTEPE HACTPOECK 110 YMOJIYaHHUIO;

5.22 YCTpOHCTBO NOKHO UMETH 3aIIUTY OT OOHOBIICHUS HEMPETHA3HAUYEHHBIM
nnu HekoppeKTHbIM [10;

5.23 Beb-unTepdeiic Ha pyccKoM SI3BIKE;

5.24 OOGHOBJIEHUE TTPOIIUBKH, COXPAHEHHE / 3arpy3Ka KOH(PUTYPALIUOHHOTO

daiina uepe3 BeO-uHTEpEIC;

5.25 Be6-unrepdeiic nomken 06T qocTyneH u3 cetd LAN o qoMmeHHOMY
umenu http://RT/
5.26 Bo3Mo)xHOCTH BO3BpaTa 1oJib30BaTesieM KOHPUTypaluu poyTepa K

3aBOJICKOM uepe3 BeO-uHTepdeiic, TMb0o HaXKaTUeM CIeIHATHHON KHOTIKH;
5.27 HNudopmaruBHas CBETOIMOMHAS HHIUKAIINS, TT0 KOTOPOU MOXKHO
BHU3YaJIbHO OIPEJICITUTh COCTOSTHUE YCTPOUCTBA,

5.28 TR-069;




YHuBepcaabHble TEXHUUYECKUE TPeOOBaHUS sl IPOBEICHUS

Q Pocrenexom | i B L
nepenaue ganubix B [TAO «Pocrenexom»
(Penaxumst 09/20) Ne Busnec-nponecca: BIT.OI1.02 Crp. 27 u3 44

5.29 TR-098;

5.30 TR-106;

5.31 TR-142;

5.32 TR-143,;

5.33 TR-156;

5.34 TR-181 Issue 2;

5.35

WuTepdeiic B3auMoaecTBs Mex 1y poyrepom u CuctemMoin Y gaieHHOTO

VYrpaBneHus JOJDKEH COOTBETCTBOBATH 00s13aT€bHBIM TPEOOBAHUSIM MPOTOKOJIA

CWMP cornacHo pekomenmanuu BroadBandForumTR-069;

5.36
5.37
5.38

[IpenocraBneHne CTaTUCTUKH 1O cuéTunkam uHTepdeiicoB uepe3 TR-069;
Bremonaenue Tect miana ATP-069;

praBHeHI/Ie I'pyliliaMy IIOPTOB JOJIZKHO BBIIIOJIHATBCA 110 IIPOTOKOIY

CWMP coracao pekomenmarusm T R-098;

5.39 JlomxHa ObITh BO3MOXKHOCTH pa0boThl KiueHTa TR-069 na nroobix IP
uHTepdeiicax;
5.40 MappyTuszaTop H0KEeH obecrieunBaTh paboTy ceccuil yrnpaBieHus

CWMP Tonwko uepes paspenieHnbie nHTepdeiicsl. Bo3amoxkHoCTh nHTEpdeiica

obcnyxuBath Tpaduxk TR-69 moxet ObiTh HacTpoeHa uepes CWMP. Eciu

uHTepdeiic BrIeeH TonbKo s padbotel CWMP, nons3oBaTensckuii Tpaduk, a

Takke TpauK APYrux KOMIOHEHTOB MaplIpyTU3aTOpa HE JOJIKEH HUCIOIb30BaTh

TaHHBIA UHTEPPEIiC;

541

URL ACS ckoH(puUrypupoBaH B HaCTpOUWKax 1o yMOJIYAHUIO

(http://acs.rt.ru);

5.42

AJTOpUTM 3arpy3Ku yCTPOMCTBA U MOPSAIOK YCTAHOBKU COCIUHEHUN

JOJDKCH OBITH COTJIACOBaH U 3aI0OKYMCHTHUPOBAH;

5.43

JlomkHa o0ecrieunBaThCS BO3MOXKHOCTD Hcnoib3oBanus HTTPS

(SSLv3/TLS 1.2) (3a uckiroyenueM ceancon nepenayuu [10);

5.44

JlomkHa obecrieunBaThCsl BO3MOXKHOCTH 3arpy3ku SSL/TLS ceptudukaros;
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5.45 O6opynoBanue He noikHO oanepxkuBatb HNAP (Home Network

Administration Protocol) niu 10KHO KMETh BO3MOYKHOCTh OTKIIOUCHHSI JAHHOTO

(hyHKIMOHANA;
5.46 [lepenaua yBenoMIeHUN CUCTEMBI BO BpeMsi OOHOBJICHUS MPOIIUBKH;
5.47 JIBa ypOoBHS IPUBUJIETHI TOJIb30BATENCH C pa3HbIM HAOOPOM CTPAHMII.

Hactpoiiku VoIP/QoS/ACS u noctyn no Telnet 1omkHbBI OBITH AOCTYIHBI IPU
aBTOPHU3AIUH 0] ONIEPATOPCKON YUETHOM 3amuchio «Superadminy;
5.48 OO6HOBIIEHNE, COXPAHEHHE U 3arpy3Ka KOH(PUTYpAIIMOHHBIX (DailyioB U

npomuBkH (firmware) o nporokosam HTTP;

5.49 [TpousBonutens [1O momken odecnednTh KOHPUTYPALHIO K10
YMOITYaHUIOY;
5.50 [Togmeprkka pe3epBHOTO XpaHEHHUs 00pa3a MPOITUBKU U TTapaMeTPOB

koH¢urypanuu (Fault Tolerance Backup Copy) B sHeprone3zaBucuMoi namsTu;

5.51 MexaHu3M aBTOMaTHUYECKOT'0 BOCCTAHOBJICHUS pabOTOCTIOCOOHOCTH B
ciydae cOost pu ynageHHoM ooHoBieHuu I10;

5.52 JloJDKeH Mo iep)KUBaThCsl MEXaHU3M IpoBepku odpaza 10 1o
KOHTPOJILHOM cyMMe U IIU(PPOBOI MOIMUCH TPOU3BOTUTENS,

5.53 TpeboBaHus K KOHTPOJIBHON CyMMe:

2.54 Jns pacuera KOHTPOJIIBHOM CyMMBI UCIIOJIB30BATh AITOPUTM MOACUETA
KOHTPOJIbHOM CyMMBI TiepeMeHHoH pa3psaHoctd MDS/CRC unu 5KBUBaICHT;

9.55 KoHnTtponbHas cymma yHUKanbHas 175 Kaxjaou Bepcuu [10, ecnu B
MPOIIMBKE MEHSETCS XOTsI ObI OIMH CHMBOJI BMECTE C Hel MEHsIETCS KOHTPOJIbHAS
cyMMa.

5.56 Kondurypamus ycrpoiictBa B penaktupyemom plaintext ¢popmare, c
KPUIITOBAaHHBIMH MAPOJISIMU;

5.57 HNukpemeHnTHOE (4acTUUHOE) OOHOBIIEHUE KOH(UTypaiMoHHOTO (haiina;

5.58 [Tonkmouenue Kk yctpoicTBy no Wi-Fi mo npenHacTpoeHHBIM peKBU3UTAM

nocryna (JOTMH-TIapoib);
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5.59 [Tonnepkka BO3MOKHOCTEN ISl OTJIAAKU U MIOUCKA HEUCITPABHOCTEM:

syslog, debug, remote syslog, ping, traceroute;

5.60 B cnydae, ecnu yCcTpOWCTBO HE MOIydYaeT ip-aapec I HE MOXKET
yctanoBuTh PPPoE-coeannenne ¢ nepBoro pa3a, yCTpoMCTBO JTOIKHO
MIPOJIOJIXKATh MBITATHCS YCTAHOBUTH €To 6 pa3 ¢ unTepBajioM 10 cekynn, 3arem 10
pa3 ¢ uarepBasioM B 30 cexyHa. B ciydae eciu mocie BceX MOMbITOK COEAUHEHUE

He OBLIIO YCTAaHOBJICHO, ITPOJOJIZKATh IIOIIBITKH ITOAKIIOYUTLCA K CCTU 1 pa3 B 5

MUHYT;
5.61 JlanHbIe TapaMeTphl TOJDKHBI IMETh BO3MOXXHOCTh U3MeHeHus uepe3 ACS;
5.62 Tpebyercs 3anomunath ID Tekymieli ceccun PPPoE, uto 6b1 mpu

caenyroieit 3arpy3ke CPE TepMHUHMPOBATH NPOLITYIO CECCUIO MIEPE]] MHUITUALIHEH
HOBOM CECCHHU;

5.63 3asepmenue PPPoE ceccun B cootBetcTBrm ¢ RFC2516 mpu mepesarpyske
WM U3MEHEHUH KOH(HUTypalny;

5.64 3asepienue IPoE ceccun B coorBercTBUM ¢ RFC2131 nmpu nepesarpyske
WIN U3MEHEHUH KOH(UTYpalnu;

5.65 Heobxonumo umeTh GyHKITMOHAT Unicast arpping Ha coenunenuu [PoE,
ananornuneiii PPPoE Lcp;

5.66 JUJis1 KOHEYHOTO TOJIb30BaTeNs JOHKEH OTCYTCTBOBATh JOCTYI K HACTPOUKE
u npocMoTpy napamerpoB QoS, CWMP. JlocTyn Kk IaHHBIM IapaMeTpaM JO0JDKEH
OBITH pealn30BaH uepe3 OTACIbHYIO (MHKEHEPHYIO) YUETHYIO 3aIHCh.

5.67 [Monnepkka BO3MOKHOCTH J>KYPHAIMPOBAHWUS W XPAHECHUS JIOTOB B
HHEPrOHE3aBUCUMON AMSITH IO CICIYIOIIUM COOBITHSM:

e CoObITHs yIayHBIX MTOTBITOK YAAJEHHOTO yrpaBieHus, BKiouas [P anpeca
UCTOYHHKA. JIOT COOBITHSI TOHKEH BKITIOYATh B CE0s: 1aTy U BpeMs
TIOTIBITKH, UM TI0JIh30BATEJIs, MPOTOKOJ JocTyna (BeO, telnet, TR-69),
untepdeiic noaxaroueHuss (WAN/LAN/WLAN). TomxHo obecrieunBaTbes

xpanenue He MeHee 100 mocieqHux coObITUI;
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e CoObITHs U3MEHEHUS TTApOJIeH YUeTHBIX 3anuceil. Jlor coObITHS 10KEH
BKJIIOYATh B ce0s1: 1aTy U BpeMsi, UMs YUETHOM 3alUCH Y KOTOPOU ObLI
M3MEHEH Mapojib, UM YYETHOU 3alKiCH, U3MEHUBIIEH Mapoiib U HHTEpPeiic
n3meHeHus (Bed/telnet/TR). HomxHo oOecrieunBaThCsl XpaHEHUE HE MEHEe
100 mocnegHuX COOBITHIA;

e (CoObiTust u3Menenus HacTpoek MC3, ACL, NAT. Jlor coObITHs AOMKEH
COJIEpKaTh ATy U BpeMsl U3MEHEHUs, TUII u3MeHseMoro oobekta (NAT,
FW, ACL), ums nonp30BaTesi, COBEPIIUBIIETO U3BMEHEHUE, TTOJIHBIN
CHHTAKCHUC TIpaBujIa Nociie u3MeHeHus. JJomKkHO o0ecieunBaThbCsl XpaHEHHE

He meHee 100 rmociaeqHuX COOBITHIA.

6. TpeboBanusi mo ceprupuKanu A00HEHTCKOr0 000PYI10BAHUS U TAPAHTHH.

Bes npoaykuust 1omkHA ©IMETh JEHCTBYIOMMKA cepTU(PUKAT UITH ASKIIapaIldIo O

COOTBETCTBHUH B COOTBETCTBUH C JIEMCTBYIOIIUM 3aKOHOIATEIHCTBOM PD;

7. TpeGoBaHus K NPOU3BOANTE/II0 A00HEHTCKOT0 000PY/10BAHUS

7.1TIpousBoauTtens aOOHEHTCKOr0 000PYAOBaHMS TOJKEH 00€CIIEYUTh TEXHUUECKYIO
NOJIEPKKY Ha PYCCKOM SI3bIKE, HaJnune web-caiita TeXHu4ecKon MoaIepKKH;

7.2 [IpousBoauTEND AOHKEH 00ECIEUNTh BOZMOKHOCTD MTPEIHACTPOUKU 000PYAOBAHUS
Ha 3aBojie 1o TpedoBaHusiM O0IIecTBa UK KOHKpeTHOT0 MP®;

7.3 [IpousBoauTENb AOHKEH OKa3bIBATh MOAJIEPIKKY, BKIIOUAsI paCHIMpPEHUE

¢yHKIMOHANA B TEUYEHHUE S5 JIET C MOMEHTA MOCTaBKU 000pyI0BaHUS;

8. TpeGoBanus B 00;1acTH 00CIYKUBAHUA A00HEHTCKOT0 000PY/10BAHUS;

JlonomHUTENbHBIE TPEOOBAaHUS B 00IaCTH 00CITYy>)KUBaHUSI aDOHEHTCKOTO

o0opyIoBaHuUs:
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8.1 IIpenocraBneHue MOCTABIIMKOM TEXHUYECKOH MOIICPKKH, BKITIOYAst JOPAOOTKY

[10 B cyuae, ecnu 3asBiieHHas GyHkunoHaIbHOCTH [1O paboTaeT HEKOPPEKTHO;

8.2 Tlpu HeoOX0IMMOCTH, BHECEHHE U3MEHEHUH B 3aBOJCKYIO KOH(PUTYPAIUIO

poyTepa;

8.3 OcymiecTBieHHE MOCTABUIUIKOM KOHCYJIBTUPOBAHUS COTPYAHUKOB OO111eCTBa;

8.4 IlpemocraBieHne MOCTABIIMKOM a0OHEHTCKOTO 000PYIOBaHUS Ha dTame

TECTUPOBAaHUS 000pyI0BaHUs 0KOJIO 10 MITYK KaXK0i MOAEN aOOHEHTCKOTO

000pyI0BaHUsI C TOCTABKOM 10 Kaxkoro MPO.

9. TpeOoBaHusi K COCTaABY NMOCTABJIAEMOM JOKYMEHTAINH;

9.1TlocTaBIIMKOM JIOJDKHBEI OBITH TIPEJICTABICHBI JAaHHBIC O MPEAJIaracMoi K IIOCTaBKe

BKCHHyaTaHI/IOHHO'TGXHH‘-ICCKOﬁ AOKYMCHTAIIUHU Ha PYCCKOM A3BLIKC B COCTABC U

o0BeMe A0CTATOYHOM JIAA OCYIICCTBJIICHUA MOHTAKa, BBOJIda B OKCINNTyaTalluIO 1

TEXHHUYCCKOI'O O6CJIY)KI/IB3,HI/I${ (BKJ’IIO‘-IEUI TCXHUYCCKUC OMUCAHUS, MTHCTPYKIUU 10

AKCIUTyaTallid OKOHEUYHOTO 00OPYOBaHMUS ), TUTIOBBIE HACTPOHKH OKOHEYHOTO

000opyA0BaHMs ISl OpraHU3aluy IpeoCcTaBlIeHus yciyr kiuentam [T1AO

«Pocrenexom», OKOHEUHOTO 000PYIOBAHHUS,

9.2 Bes mokyMeHTanusl 10KHA COOTBETCTBOBATh MPUHATHIM cTaHaapTam. [1o

BO3MO>XHOCTH, JOJI?KHbBI OBITH MCITOJB30BaHbI CTaHAAPTU3UPOBAHHBIC CUMBOJIBI 1

TEPMUHBI, pekomeHaoBaHHble MCO nu MOK;

9.3 I[OKYMGHTaIII/ISI Ha PYCCKOM A3BIKC JOJDKHA ITOCTABIATHCA B OJICKTPOHHOM BHJIC

(mammpumep, .pdf, .doc, .rtf).

10. TpeOoBaHMs K KOHTPOJIbHO-U3MEPUTEILHOM anmapartype

10.1 IMocTaBuinK J0KEH MPEIOCTaBUTh PEKOMEHI0BAHHBIN CIIMCOK MPHUOOPOB,

HEOOXOAUMBIX JJIsl IPOBEACHUSI HOPMAJIBHOM SKCIUTyaTalMu 000pyI0BaHUS
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(JTOKaMM3auy HEUCITPABHOCTEH U MX YCTPAHEHHUS, a TAKIKE MPOBEPKH COOTBETCTBHS
napaMeTpoB YCTAaHOBJICHHBIM HOpPMaM);

10.2 3aka3uuk pemiaet BOMPOC O 1eJIeco00pa3HOCTH MPUOOPETCHUS TPUOOPOB IS
AKCIUTyaTallMOHHBIX 1esel y [locTaBuimka OKoHEUHOTo 000pyA0BaHus, TM00
HEMOCPEACTBEHHO Y (UPM-TIOCTABIIMKOB U3MEPUTEIBHOTO 000PYI0BaHUS Ha
OCHOBAHHH aHAIN3a TEXHUYECKIX U CTOMMOCTHBIX TAHHBIX. 3aKa3YHK MPOU3BOIUT
3aKyIKy U3MEPUTEIbHBIX TIPUOOPOB AJIsI TEXHUUECKON HKCILTyaTalluy Mo
OTIEIbHBIM KOHTPAKTaM;

10.3 KoHTpoapHOE U U3MEpUTETHHOE 000PYI0BaHUE, UCTIONB3YEMOE TIPH ITYCKO-
HaJIaJIOYHBIX paboTax, ToJKHO nmocTaBisThes [loctaBumkoM. KonTponbHoe u
U3MEpHUTETbHOE 000PYI0BaHHE JODKHO OBITH YKOMITJIEKTOBAHO IITHYpPaMH,
MEPEXOTHUKAMU U MPUCTIOCOOICHUSMH TSI TIOKITIOYEHUS K UCTTBITYEMOMY
000py10BaHHUIO;

10.4 [Tpuemo-caaTOYHbIE UCTILITAHUS TOJDKHBI IPOU3BOAUTHCS C UCIIOJIH30BAHUEM
npuOopoB, UMeroLuX cepTudukar 06 yreepxaeHuu tuna ['occrangapra PO,
CBUJIETENIbCTBA O TIOBEPKE TUO0 KaIMOPOBOYHBIE CEPTU(DUKATHI, BBITAHHBIE

AKKpPCOANTOBAHHBIMU MCTPOJIOIrHYCCKUMU Ha60paTOpI/IHMI/I.

11. TpeGoBanusi K y4eOHO-TPEHUPOBOYHBIM CpeICTBAM

11.1 Ilo tpeboBanuto 3axazuuka [locTaBUIMK OpraHM30BBIBAET M MPOBOJUT OA30BBIH
KypC MOJATOTOBKHU CIEIUAIMCTOB 3aKa3uuka B yueOHbIX LeHTpax [locraBuiuka u/unu
3aka3zuuka. ba3zoBblil Kypc MOATOTOBKM JOJIKEH OXBAThIBATh 00y4deHHE MO paboTam
(MOHTaX, HacTpoiika, skciuryarauus, wuHcramwsinusg I10) co Bcem TpeOyembIM
000pyZ0BaHHEM U TPUOOPaMU;

11.2 B TeXHUKO-KOMMEpPYECKOM mpemIokeHnn [locTaBmIMK MOOMKEH IpEeACTaBUTh

noIpoOHbIe TPOrPaMMbl KypCcOB 00YUEeHHMsI CIIEUATNCTOB, BKIIOYas 00yueHue padboTe
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C amnmapartypoil, a TakKe TE€ acleKThl, KOTOpbI€ CBs3aHbI C OOCIy>KHBaHUEM
anmaparypbl, COIJIacoBaTh UX ¢ 3aKa3UMKOM JI0 MOAMMCAHNUS KOHTPAKTA;

11.3 KoHTpOJbHBIN KOMIIEKT YICOHBIX MAaTEPHAIOB JTOJDKECH OBITH IEpEe/IaH He TT03THEee
JIBYX MECSIIEB JI0 Hayaya y4eObl;

11.4 TloctaBmuk BHaYasie 0Oy4EeHUS TOJDKEH 00ECIEeYUTh KaXKIOTO CIYIIATENs IMYHBIM
KOMILJIEKTOM Y4Y€OHOW JOKYMEHTAllud Ha Oymare M MarHUTHBIX (MM ONTHYECKHX)
HOCHUTEIISIX Ha PYCCKOM SI3BIKE;

11.5 TloctaBuiukK JOKEH MPEAOCTaBUTh 3aKA3UMKy KOMHIO Yy4eOHOTO MPOTPaMMHOTO
oOecriedyeHus M TMpaBo (JIMIIEH3WIO) HA €ro HCIOJIb30BaHHE B Y4YE€OHOM IIEHTpE
3aka3zuuKa JUIst OBBHIIICHUS KBaTU(UKAIIUKA CBOUX CIICIIMATUCTOB;

11.6 TlocTaBmWK AOKEH MPEAOCTABUTH 3aKa3UMKy MPEITI0KEHNE O CTOMMOCTH KYPCOB

o0OydeHus, BKJIIOYas yueOHYIO JOKYMEHTAIIUIO Ha PYCCKOM SI3BIKE.

12. TpeGoBanusi K HCILITAHUSIM

12.1 TloctaBmuk o00OpyNOBaHUsI MJODKEH MPOWTHU J1aO0OpaTOPHBIE WCHBITAHUS TIO
TECTUPOBAHUIO OOOPYIOBaHMUSI B COOTBETCTBUU C THUIOBOM MPOrpamMMoi H
Meroankod wucnoeiTanuss (IIMU) ¢ uenpio aeMoHcTpaluu 3aKa3uWKy TOTO, 4YTO
MIOCTaBJICHHOE 00OPYAOBaHWE YCTAHOBJICHO M (DYHKIIMOHHUPYET B COOTBETCTBHH C
Texuuueckumu TpeboBanusmu. Mcnons3oBanne tunosoit [IMU siBnsiercs 3amorom
BBIMIOJIHCHUSI ~TIPUHIMMA  COONIO/ICHUSI  OJMHAKOBBIX  YCJIOBHH  TPOBEACHUS
TECTHPOBAHUS JJIs1 BCEX MPETEHACHTOB Ha MMOCTaBKY 000pyIOBaHMS;

12.2 Tlepen npoBeeHrEM J1a0OPAaTOPHBIX UCTIBITAHUI BCEM MPETEHICHTAM Ha TIOCTABKY
obopynoBanus OynyT [y O3HaKoMmyieHHs mpenoctaBieHsl [IMU u rpaduk
TIPOBEJICHUSI TECTUPOBAHUS 000PYIOBAHNS;

12.3 Jlna npoBeaeHus: 1abOpaTOpHBIX UCHbITaHUM Mo kBanu@ukaunoHHeiM [IMU Bce
NPETEHJICHThl Ha TIOCTAaBKY OOOpPYAOBaHUS OJKHBI MPEIOCTaBUTh [ (CeMb)

KOMIUIEKTOB KaXA0i MO/ieTTi aDOHEHTCKOTO 000pYAOBaHHUSL.
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AJlpec 1OCTaBKHU:
P®, 191167, r. Cankr-IletepOypr,
CuHorickast HabepexHas, .14,

7 (ceMb) KOMILIIEKTOB

12.4 ]JIns mpoBeneHust 1ab0paTOpHBIX UCTIBITaHUH 10 oHBEIM [IMU Bce mpeTeHaeHThI
Ha IOCTaBKY 000py/10BaHUs JOJLKHBI IPE0CTaBUTH 18 (BoceMHaIIaTh) KOMIUIEKTOB
KXo MO/iesTn aDOHEHTCKOTro 000pYyOBaHMUS.

Anpec 10CTaBKU:
P®, 143969, r. PeyToB,
[Ip-1 FO6uneiusIi, 1. 29,

2(1Ba) KOMIUIEKTA

Anpec 10CTaBKU:
P®, 191167, r. Canxr-IletepOypr,
Cunornckas HabepexxHas, 1.14,
16 (uecTHaaATh) KOMILJIEKTOB

12.5 JlaGopaTopHble UCMBITAHUS AOKHBI MPOBOJIUTHCA NpPEJCTaBUTENEM 3aKa3uuka ¢
y4acTHEM IIpe/ICTaBUTeNIel MpeTeHIeHTa Ha MOCTaBKy o0opyaoBaHus. Pe3ynbraTsl
JOJKHBI ~ OBITH  3apETrUCTPUPOBAHBI  MPOTOKOJIOM M 3aBEPEHBbl  MOAMHUCIMHU
OTBETCTBEHHBIX JIULL.

12.6 TlocraBmuk o00sA3yeTcs B TedeHHE Cpoka jaelcTtBus JloroBopa mNOCTaBKU
npenoctasisATh 1o 3anpocy B2C Koprnoparusnoro nenrpa ITAO «Pocrenekom» 1o

20TH KOMIUIEKTOB 000PYI0BaHUSI.

13.TpeGoBanusi K yCJ10BUSIM TPAHCIIOPTUPOBKHU U XPAHEHUSA

He MPCABABIIAIOTCA B CBA3HU C TCM, YTO 3a JOCTABKY OTBCTCTBCHHOCTH BO3JIaracTcs

Ha IlocTaBoimnka.
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14. TpeGoBanust K MOHUTOPUHTY SLA

14.1 TpeGoBanuss k MOHUTOpPUHTY SLA COOTBETCTBYIOT OONIUM TpeOOBaHUIM K
peann3anii MOHUTOpUHra SLA Ha MaccOBOM CETMEHTE PbIHKA;
14.2 TlporpammuHoe oOecrieyeHHEe YCTPOMCTBAa JOJDKHO COJIEpPKaTh BCTPOCHHBIE

cpeactBa KoHTposst SLA.

15.0061mme TpeboBaHUS K OKOHEYHOMY 000PY/10BAHUIO

15.1 OO6opynoBaHue IOKHO padboTaTh OecrnepeOOMHO KPYTiIOCyTOYHO, 7 JHEH B
HeJeNo 0e3 nepe3arpysKu;

15.2 Cpemnuit cpok ciayxObl ycTpoiicTBa JODKHO OBITh HE MeEHee 7 JIeT
(rapaHTHpOBaHHOE BPEMS JKU3HU allllapaTHON YacTH YCTPOMCTBA);

15.3 VcrpoiicTBO  AOMKHO  MOJACP)KHUBAaTH  OOHOBJICHHWE M COXpAaHCHHE B

AHEProHE3aBUCUMOM NaMsATh cucteMHOro 110.

16.TpeboBanus k qu3aiiny, popm-paKkTopy, KauecTBy MaTepUaIOB

OKOHEYHOTI0 000PY/10BAHUSA U KOMILUIEKTAIIMHU

Kopo6ounoe pemenne moa ITAO «Pocrenekomy» BKITFOYAET B ceOsI:
16.1 OKOHEYHOE yCTPOMCTBO:
® KOpIYyC YCTpPOWCTBA JOJKEH OBITh BBIMOJIHEH W3 BBICOKOKAYECTBEHHOIO
MaTepuaia, 6e3 MIOCTOPOHHUX 3aI1aXO0B;
e Hajuuue 3arayuku/mTopku st 3amuTel PON-unTepdeiica;
® HACTOJBHOE UCIIOJIHEHUE KOPIIyCca C BO3MOXKHOCTBIO KPEIUICHHs Ha CTCHE;
® KOpPHyC YCTPOMCTBa JOJKEH COOTBETCTBOBaThH TpeboBaHusM [Ipumoxenust Nel
VuuBepcanbHblx TexHuueckux TpeOoBaHUN JUIsi TNPOBEACHMS 3aKyMOYHBIX
npornenyp abonentckoro obopynoBanusi GPON_EXPERT npu okazanuu yciayr
LITTJT B ITAO «Poctenexom» (Pemakius 05/18)

e 00s3aTenbHOE HAJIMYME Ha KOPIYCe MHIUKATOPOB:
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= JIuTaHue ycTpOWCTBA;

=  (Craryc;
= [loptr GPON;
= LOS

= [loptel LAN ¢ nHAMKAIIUEH CKOPOCTH TTOAKITIOUCHNUS,
= Cocrosaue 0ecripoBogHbIX uHTepdeiicon 2.4/5.0 I'T.
e uHAUKaTOp (QyHKIHOHUpOBaHUS ycTpoiicTBa (CTaTyc) MOMKEH UMETh HECKOIBKO
COCTOSTHUM:
— ObicTpo muraer (5 ') — npu 3arpy3ke ¥ MOJAKIIOYEHUH YCTPOUCTBA K
cetu Pocrenexom;
— wMenneHHo muraet (1 I'u) — npu o6HoBienuu [10 i HacTpoek
YCTPOWCTBA;
— TOpPHUT MOCTOSHHO — IPU HOPMAJIbHON pabOTe U MOAKIIOYEHUH K CETH
PoctenekoM u ycTaHOBIIEeHHOM coeiHeHUH ¢ IHTepHeT.
o pHAHKaTOp GPON 1M0/KeH HMETh HECKOJIBLKO COCTOSTHUM:
— ObicTpo muraer (5 ['n) — npu nonydenuu HacTpoek no OMCI;
— wenneHHo muraet (1 ') — oTcyTcTBHE KOH(MUTYpaAIIUU WK aBTOPHU3AIUN;
— TOPHUT MOCTOSHHO — YCTPOUCTBO ycnemHo ckoHpurypuposano no OMCI;
— Jlonyckaercst coBmectuth nHAMKaTophl GPON 1 LOS ecnu nnaukarop
GPON umeeT HECKOIBKO LIBETOB.
® HaJM4Me Ha KOpITyce:
— «YTOIUICHHOW» KHOTIKM BO3BpaTa K HAaYaJIbHBIM (3aBOJICKUM) YCTAaHOBKAM;
— KHOIKH BKJIFOUEHUS/BBIKIIIOUEHHUS MUTAHUS;
- WPS;
— Bxtouenue / Beikimouenue Wi-Fi (omuonaisHo).
® HajgMuMe Ha THUIBHOM CTOpOHE Kopmyca HWH(OPMAIMOHHON TaOIMUYKH,
coAepKalleH CIAEAYIOIINE TaHHbIE:

— gorotun Pocrenekom u aapec www.rt.ru;
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— KOMMEpYECKOE Ha3BaHUE MOJIENIN YCTPOMCTBA;

— azgpec Wweb-untepdeiica ycTpolicTBa ¢ JOrHMHOM/TIApOJiEM  TIO
YMOJIYaHUIO;

— wnazBanusa Wi-Fi-cereit ycrporictBa 2.4 I'Tuu 5.0 I'T'; ¢ WPA2 maposem
N0 yMONYaHWIO (YHUKAJbHBIX HJIsi KaxaAoro yctpoiicra). Jlannas
uH(popMalUs JOJKHA OBITH JIETKO YWTAaeMa W 3aHUMATh LIEHTPOBOE
MOJIOXKEHUE;

— MAC-anpec WAN-unTepdeiica,

— CEpUHHBIM HOMEP YCTPOMCTBA;

— Bepcus [10 u annapaTHOil peBU3UN.

e IIHYp NUTaHUs HE MeHee 1.5 (monTopa) MeTpa;

e s uHTep(eiica nmuTtaHus TpeOyeTcs HAaHECEHHWE CXEMBbI MOJSPHOCTU U Ha
BUJIKE MpoBoJia nuTaHus u po3eTke Ha CPE, a Taxoke nHpopManus o HOMUHazie
MUTaHUS;

16.2 VYmnakoBka:

® yMaKOBOYHAs KOpOoOKa C BO3MOXKHOCTBIO HaHECeHHs Jjorotumna (OpeHaa) u
HITPUX-KO/a B (opMe HaKIEHKH, coAepiKalero MH(GOpMaluo o0 CepUiHOM
HOMepe ycTpoiicTBa. Tak jxe nHpopMaus B BUJE IITPUX-KOJOB JOJIKHA ObITh
nyOnupoBaHa Ha TPYNIOBOM M TPAHCIOPTHOM YIAaKOBKE;

o KoHeuHblii nu3aiiH W BHENIHUH BUJ KOPOOKH MOXET OBbITh pa3paboTaH

MOCTaBILMKOM COTJIaCHO TPEOOBAaHUAM 3aKa3uMKa.
16.3 JIoOKyMEHTHI:

® PYKOBOJCTBO IO 3KCIUTyaTallid OKOHEYHOTO YCTPOWCTBA HAa PYCCKOM SI3BIKE;

® PYKOBOJCTBO IO OBICTPOM YCTaHOBKE U HACTPOIMKE OKOHEYHOTI'O YCTPOUCTBA HA
PYCCKOM $I3BIKE;

® PYKOBOJICTBO IO AKCILIyaTalllu, a TAKXKE PYKOBOJICTBO MO OBICTPOI yCTaHOBKE

Y HAaCTPOIMKE MOXKET OBITh Pa3IM4HO AJIs pa3IudHoOM reorpaduu;
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® TrapaHTUHHBIN TaJOH.
16.4 Kommiekraiusi:

e bpenaupoBaHHas ynakoBKa B COOTBETCTBUU C TPEOOBAHUSIMH 3aKa34uHKa C
0apkosioM Ha OOKOBOM cTOpoHE — | mIT.;

e AOOHEHTCKUI TepMUHAT — | MmIT.

e UHauBUIyalbHBIN MaKeT A aDOHEHTCKOTO TepMHUHANA — | TIT.;

e CereBoil aganTep NMUTaHUsA 111 a0OHEHTCKOTO YCTPOMCTBA C JJIMHOM 1IHypa He
menee 1.5 m. — lmit.;

o Kabenp s noakiIOUeHUs K JTIOKaiabHOU cetu RJ-45 (4x mapHbiii (8 xui) Se;
Jnuna He menee 1,5 metpos. L{Bet kabesnst Oenbiit, 1100 cepbiii) — 1 mT.;

e Kparkas HHCTpYKIUS TTOJIb30BATENsI HA PYCCKOM SI3bIKE — | MIT.

e [‘apaHTUMHBIN TAJIOH - | mT.

e 3 (TpH) CaMOKJICIONIUXCS HAKJIEUKH (pazMep 45MM X §8MM), BKITIOHArOIUE B ce0s
UH(GOPMAIIUIO C CEPUIHHBIM HOMEPOM U HITPUX-KOJIOM,;

e 2 (IBE) CaMOKJICIONIMXCS HAKJICHKM Ha TPOBOJ C 3aloJHEHHOW HH(popMaIrueit
3aBojickoro HazBanusi Wi-Fi-cetn yctporictBa 1 WPA2 maponss WiFi (pasmep
80MM x 40MM, 0Opa3zelr I IeYaTH MPeIOCTABUT 3aKa3uuK);

e 2 (1BE) CaMOKJCIONMIMXCS HAKJICWKH Ha TPoOBOJ C HesamomHEHHBIMU TOJISIMU
Ha3BaHusi Wi-Fi-cetn yctpoiictBa 1 WPA2 mapons WiFi (pazmep 80mMM x 40MmM,
oOpasen [Ji neyaTH NMPeJOCTaBUT 3aKa3uuK);

e [lpouas gokymeHTauus, TpeOyemass JACHCTBYIOIIMM  3aKOHOJATEIbCTBOM

Poccuiickoit @enepannu.

16.5 Tlo TpeGoBanmio 3aka3zynMka HAUMEHOBAHUE MOJIENH OOOPYIOBaHUS MOOETUTEINS
JOJIKHO OBITh U3MEHEHO B COOTBETCTBUU C TpeOOBaHUSMHU K HEUMHUHTY (0OO3HAYEHUIO)

aboneHTckux yctpoictB [IAO «PocTenexomy.
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16.6 B teuenue Bcero cpoka aevictBus Jlorosopa I[locTaBmuk mo oTAeIsHOMY 3ampoCcy
[Toxymatens o0s3yeTcsl MPeNOoCTaBIsATh 0e3 B3UMaHUS JOMOJHUTENbHON MiaTtel 10 30
koMIuiekToB ~ OOopyaoBaHus i OpraHM3all  MapKETUHTOBBIX  aKIUH,
JIEMOHCTPAIMOHHBIX MEPOIPUITUH U T.II.
16.7 TIlepen moctaBkoit obopymoBanus B ITAO «Poctenexom», IlocTaBmuK T0DKEH
JOJDKHBI  TIPEIOCTaBUTh 2 (7Ba) KOMIUIEKTa aOOHEHTCKOro OOOpyIOBaHUS st
coriacoBanusi CUTHAJILHOTO 00pasiia.

AJlpec N1OCTaBKHU:

P®, 115172, r. Mockaa,

Vnuna I'onuapnas, a. 30, ctp.1

OBcsinankoBy Ceprero
16.8 ITocraka GPON_EXPERT Bo3Mo0kHa TOJIBKO TOCIIE MUCHMEHHOTO (110 CITYKEOHOM
AIIEKTPOHHOU mouTe) coryacoBanusi co cropoHsl B2C KopnopatuBnoro nentpa I1TAO

«Poctenekomy.

17. TpeGoBanus B yactu agantauuu Poyrepos noja cnenuduky cerei qocryna

P® ITAO «PocTesiekom»

17.1 Poyrep nomkeH ObITh alanTUPOBaH IOJ CEPBHCHbIE MOJIEIH, MPUMEHSEMbIE Ha
Bcex (hparMeHTax cetu nepejaun JaHHbix O01ecTBa (ceTsx 1ocTymna PernoHanbHBIX
®unuanos [TAO Pocrenexom);

17.2 1o TpeGoBaHMIO 3aKa3yuKa IPOU3BOJIUTEH BBIMOJIHSACT JOPaOOTKY yCTpOHCTBA
MOJ] CEpBUCHYIO MOjiesib MP®;

17.3 MacTtep ynpoIileHHOM HaCTPONKHU JOJKEH COACPKaTh BCe MOIU(PUKAIIMN HACTPOEK
JUI. BOBMOYKHOCTH €r0 HCHOJIb30BAHUS Ha CeTAX Jnoctymna Bcex PO Pocrenekom u
NO/I7IEPKMBATh BO3MOXKHOCTh BBO[A aBTOPH3AIIMOHHBIX JAHHBIX (JIOTHH\IApOJIb) IS
YCIIYTH IOCTyMa B ce€Th IHTEpHET, a TakKe MpeJoCTaBIsATh BO3MOKHOCTh U3MEHEHUS

Ha3Banus Wi-Fi-cetu ycrpoiictBa u WPA2 maposs;
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17.4 MacTtep ynpoIlIeHHONM HACTPOMKHU JIOJKEH OBITh peann3oBaH B KauecTBe Web-

npuioxxenus B Web-unrepdeiice ycTpoiicTsa;

17.5 Anroputm  paboThI

3aJOKYMCHTHPOBAH,

MacTepa

HACTPOMKH JIOJDKEH OBITh

corjiaCoBan H

17.6 TpeboBanus Kk peanu3anuu (QyHKIMOHAJIA MacTepa HACTPOEK SBIISIIOTCS

npunoxenneM k [IMU no TectupoBanuto obopynoBanmst GPON_EXPERT.

18.TpeGoBanus K Tenj1000MeHy AODOHEHTCKOT0 Y CTPoiicTBa U 0JI0KA MUTAHUS

18.1 TemmepaTypa Ha BepXHEH MJIOCKOCTU ADOHEHTCKOTO YCTPOHUCTBA, BHE 3aBUCIMOCTH

OT THUIIa pa3MmelleHus, He Boiiie +48C npu temnepatype B nomemeHun +25C.;

18.2 Tewmmeparypa Ha BepxHel miuockoctu bII we Bbime +48C, mpu Temmeparype B

nomemennu +25C;

18.3 OrcyrcTBUE B a0OHEHTCKOM YCTPONCTBE aKTUBHBIX YCTPOMCTB MPUHYIUTEIHLHOTO

OXJIaXCHUS (BEHTHIATOPOB);

18.4  bnok nmuTaHMS JOKEH OBITH IIOMEXO03AMIUIIEH U TT0KapOOe30IaceH.
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[Mpuaoxenne 1

Konuenr IIpomMbllieHHOro Au3aiHa
GPON_EXPERT na npumepe PON Plug
(JIorornmn Oyaer u3MeHeH B paMKax

corjacopaHusi ®UHAJIBLHOIO 06pa3ua)

DpoHTANBHBIN BHJ
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A B CDE F

@poHTANBbHBINA BH] (PACII0JIOKEHHE HHAUKATOPOB I IPUMepa)

A. TlwutaHne
B. LED FE
C. LEDGE
D. LED FXS

E. LED Status
F. LED Gpon
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A. [Npope3nHoBble HOXKKMK

B. MHbopmauMOHHaA HaKknelKa

e Korna cBeToauoibl He TOPAT — UX HE BUTHO

e Korza cBeToauoabl TopsT, OHM MOJCBEYMBAIOTCS U3HYTPH YCTPOUCTBA

e JluueBas 1 Tbl/ibHasA YacCTb BbINOAHAETCA U3 NaacTuKa ABS. LiBeT YyepHbiii. MaToBas
NOBEPXHOCTb.

e Csetoamnogapl PC. LiBeT maTepunana npo3payHblii.

e Tbl/NIbHAs YacTb BbINOAHAETCA M3 NaacTMka ABS. LiBeT yepHblit. MaToBasa NOBEPXHOCTb.

e HOXKK pe3nHoBble, MaToBbIe.

e (BeTOBble MHAMKATOPbI HA NLEBOM YaCTU YCTPOMCTBA A0/IXKHbI BbITb 0603HaYeHbI He

noroTtnnamu, a nognncamu
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