YHI/IBepcaJILHLIe TEXHHUYIECCKHUE Tp@ﬁOBaHI/Iﬂ I IMPOBECACHUA 3aKYINOYHBIX

npoueayp adoneHtckoro odopyaoBanusa (GPON_Medium_2) npu oxkazanum

yeayr LI/ B ITAO «Pocrtesiekom»

1. HasuHauyeHue

Hacrosimue Texaudeckue TpeboBaHus K okoHeuHOMY obopymoBanuto GPON_Medium_2

JUISL  TIPOBEIICHUS

3aKyNMOYHBIX Mpouenyp (nairee —

TT) conepxar wuHPOPMAMIO O

(YHKIMOHATIBHBIX M TEXHUYECKUX TPEOOBAHUSAX K JIMHEHKE OKOHEYHOTrO O0OpyIOBaHUS IS

npenoctasieHus ycnyr csa3u [IAO «Pocrenekom», 6azupyromuxcs Ha CETH Nepeaayn JaHHbBIX

OO0miecTBa, B TOM YKCJIE YCIYT IMIMPOKOIIOIOCHOTO focTyma B UHTepHert, yenyru IPTV.

2. O0wmmMe mMoJI0KeHNA

2.1 Tepmunsl, onpeaeaeHus U COKpaleHus

HJ’IH ueneﬁ TT B HEM HCIOJIB3YIOTCA TCPMUHBI U COKpAIICHUA, OIIPCICIICHHLIC B Fnoccappm

TepMHHOB U onpeaeneHuil [IAO «Poctenexkomy, a TakKe ClelyrolIue:

ALG Application-levelgateway LT3 TPUKJIAJHOTO YPOBHSI»;
ANSI American National Standards | AMepukaHCKUii HAIHOHAJIBHBIA HHCTHTYT
Institute CTaHapTOB;
ARP Address Resolution Protocol [TpoToKOIT pa3pelieHus apecos;
BRAS Broadband Remote  Access | CepBep HIMPOKOIOJIOCHOTO — YIAJICHHOTO
Server JIOCTYTIA;
CHAP Challenge Handshake | Anroput™ npoBepk# MONIMHHOCTH;
Authentication Protocol
CoS Class of service Kiacc cepBuca (kaHaIbHBIYPOBEHbD);
CPE Customer permission equipment | AGoHEHTCKOE 000pYyI0BaHHE;
CWMP CPE WAN Management | [Ipotokon  ympaBieHUsT ~ aOOHEHTCKUM
Protocol, cm. TR-069 000pyI0BaHUEM Yepe3 TII00ANTbHYIO CETh;
DHCP Dynamic host configuration | TTporokon JITHAMHYECKOTO
protocol KOH(UTYPUPOBAHUS CETEBBIX YCTPOICTB;
DLNA Digital Living Network Alliance | Ctannapt, MO3BOJISIONIMI COBMECTUMBIM
yCTpOWCTBaM MepeiaBaTh W NMPHUHUMATH 110
JIOMAIIIHEW CETU Pa3InYHbIA MEIUa-KOHTEHT
(u300pakeHus, My3bIKYy, BHUJEO0), a TaKxKe
oTOOpakaTb €ro B PEXKHME pPEATbHOTO
BPEMCHU;
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DNS

Domain name system

Cucrema JOMEHHBIX UMEH,

DSCP DifferentiatedServicesCodePoint | Touka koaa auddhepeHIHPOBaHHBIX YCIYT) -
3TO mose B 3arojioBke |IP makera, xotopoe
UCTIONB3YeTCsT B IHEISIX  KJIACCH(HUKAIMU
nepeaBaeMoii HHPOpMaIny;
Ethernet CeMelcTBO TEXHOJIOT U [TAaKETHOH Nepe1aun
JAHHBIX COTJIACHO CTaHJApTaM CEeMEHCTBa
IEEE 802.3,;
FE Fast Ethernet duzndecKuit uHTepdetic 100Mo6wut/c
cornacHo crnenudukanusam cemeictsa IEEE
802.3;
GE Gigabit Ethernet dusnueckuii uarepdeiic 1 I'6ut/c cormacHo
cnenudukanusm cemeiictea IEEE 802.3;
HTTP Hyper text Transfer Protocol «IPOTOKOJ ~ TEpeNadyd  THIEePTeKCTa» —
MPOTOKOJI MPHKJIAIHOTO YPOBHS Iepenavu
JNaHHBIX  (M3HAYaJlkLHO - B BHJIE
THIIEPTEKCTOBBIX JOKYMEHTOB);
HTTPS Hypertext Transfer Protocol | Pactmpenue MIPOTOKOJIA HTTP,
Secure nojepxuBatoniee mudponanue. JlaHHbIE,
nepenaBaeMple 1o nportokony HTTPS,
«yTIaKOBBIBAIOTCS» B KPHUITOrpaduIecKuid
nporokon SSL wmmm  TLS, Tem cambim
o0ecreynBaeTcs 3alluTa 3TUX JaHHBIX;
ID Identifier Wnentudukarop;
IEEE Institute of Electrical and | UucTuTyT HHXEHEPOB 1O IEKTPOTEXHUKE U
Electronics Engineers AIIEKTPOHUKE;
IGMP Internet group management | [IpoTokon  ympaBieHHs  MHOI'0aJPECHOM
protocol (multicast) mepenaueii nanubIx B IP cersix;
IP Internet protocol [IpoTokon mepenaum JaHHBIX CETEBOTO
YpOBHS;
IPOE IP over Ethernet [Tepenaua IP moBepx Ethernet;
IPTV IP Television TeneBu3noHHOE BEI[aHKE C

UCIOJIb30BaHueM npoTokona IP;
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ITU

International

Telecommunication Union

MexayHapoaHBIN COI03 DJICKTPOCBS3H;

LAN Local Area Network JloxanbHas BEIYUCINUTENBHAS CETD,

MAC Media Access Control KonTtposs mocrymna k cpee;

MDI Medium Dependent Interface Wutepdeiic 3aBucsmuii OT mepenaroniei
cpebl

MDIX Medium Dependent Interface | Uurepdetic, 3aBucsmmii oT mnepearomeit

with Crossover CpeJibl C MEPEKPECTHBIM COCMHEHHEM

MVR Multicast VLAN Registration OyHKIMS perucTpanuu (BKIIOYEHUsS) TIopTa
y3i1a cetu B MC-VLAN,;

NAT Network address translation TpaHCIAIUsA CETEBBIX aPECOB;

OMCI ONT management and control | Uatepdeiic  ynpaBieHuss  aOOHEHTCKHM

interface YCTPOHCTBOM;

OLT Optical line terminal OnTuyeckuii TMHEHHBIA TEPMUHA;

PAT Port address translation TeXHOIOr s TPAHCIISAIUK CETEBOrO aapeca B
3aBHUCHUMOCTH oT TCP/UDP-nopra
HoJTy4aTers;

PC Personal computer IlepcoHanbHbBIN KOMIIBIOTED;

PPPoE Point-to-Point  Protocol over | IIpotokon coefnHEHHs] TOYKA-TOYKa dYepe3

Ethernet cetb Ethernet;

PVC Permanent Virtual Circuit [TocTOSTHHBIM BUPTYaIbHBIN KaHAI;

RFC RequestforComments «3asiBKa Ha OOCYXIeHue» - JTOKYMEHT W3
cepuu IPOHYMEPOBAHHBIX
nHGOPMAIIMOHHBIX TOKyMeHTOB MHTepHEeTa,
COJICPKAINX TEXHUYCCKHUE CTICITU(PUKAIIMN 1
CTaHJApPThI, IIUPOKO MPHUMEHSEMBIC BO
BCEMUPHOM CETH

RJ-45 Registeredjack Pazvem RJ-45, kak mpaBuiI0, UCMIOIB3YIOTCS
JUIS COEJIMHEHHS PA3JIUYHBIX ceTeBbiX |P
YCTPOMCTB B KOMITBIOTEPHBIX CETSX;

RTP Real-time Transport Protocol [TpoTokoi epeaun pealbHOTO BPEMEHH;

RTSP Real Time Streaming Protocol [ToTOKOBBIII MPOTOKOJN PEATBHOTO BPEMEHH,

HpCIIHEBH&‘-ICHHBIﬁ JJIA  HUCIHOJBb30BaHHUA B
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CHCTEMaAX, pa6OTaIOH_II/IX C MYJIbTUMEIHA

JaHHBIMH, n HO3BOJ’I$IIOH.[PII>1 KIIMCHTY

YAAIEHHO YIPAaBIATH IMOTOKOM JAaHHBIX C

cepsepa;

SLA Service Level Agreement CorualiieHue 0 Ka4yecTBe 00CITyKUBAHMS,

SSID Service Set Identifier Wnentudukatop 30HbI 00CTY)KUBaAHHUS;

STB Set-top-box [IpucraBka aexoaep s MPEIOCTABICHHS
JIOCTYTIA K YCITyTe TeJICBU3MOHHOTO BEIAHMUS
C UCNOJIb30BaHUEM NpoToKoa IP;

S-VLAN Service VLAN VLAN Ha cepBuc;

TCP Transmission Control Protocol [TpoToKOII yripaBiaeHHUs Mepeaadcii;

ToS Type of service Tum cepBuca (CETEBOW YPOBEHbD);

TR-069 Technical Report 069 -CWMP | Texuuueckas crienupuKaIus

(CPE  WAN Management | BroadbandForum, onuceiBaromas mpoTOKOJI
Protocol). yrpaBieHUs a0OHEHTCKUM 000pyAOBaHHUEM

yepes IN100aIbHYI0 CETh;

UDP User Datagram Protocol [IpoTokon aeiTarpaMM MoIH30BATEIIS;

UPNnP Universal Plug and Play HaGop ceTeBBIX POTOKOJIOB, ITyOINKYEMBIX
dopymom  UPnP. Ilenp UPnP —
YHUBEpCallbHas aBTOMATUYECKasi HACTPOWKa
CETEBBIX YCTPOWCTB KaK JOMa, TaKk M B
KOPIIOPAaTUBHOMU CpeeE;

VLAN Virtual Local Access Network BupryanbHas n1okanbHas ceTh;

VoD Video on Demand Bugeo mo TpeGoBaHmIoO (3a1pocy);

WAN Wide Area Network ['mobGanpHast KOMIBIOTEPHAS CETh,

WEB WorldWideWeb Pacnipenenennas CHCTEMA,
NpPEIOCTABIISAIONIAs TOCTYI K CBSI3aHHBIM
MEXIY coboiu JIOKYMEHTAaM,
PacIoIOKEHHBIM Ha pa3IMYHbBIX
KOMITbIOTEpAX, TIOJTKJTFOUCHHBIX K
WHutepHery;

Wi-Fi TexHonorust OecHpOBOAHOM TepeAayd JaHHBIX ONHMChIBaeMas cepHei

crangaptos 802.11
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3. TpedoBanusi K yHKIHMOHAJIBHOCTH OKOHEYHOT0 000PY/10BAHUS

3.1 O6mue TpedboBaHUA

ITaccuBHas ontmuyeckas cetb (GPON), obecrmeunBaeT MHOrO()YHKIIMOHAIBHBIH
HIMPOKOMOJIOCHBIA JTocTyll B WHTEpHET C Ka4eCTBEHHBIM W HAJIS)KHBIM COCAHMHECHUEM
Ha ckopocTsix — 70 1 I'6ut/c. Ilo omHOMY ONTOBOJIOKOHHOMY KaOelno, HpOBEICHHOMY
HEMOCPEJCTBEHHO B KBapTUpy, AaOOHEHT TONydaeT YCIyTH Tepefadyd  JIaHHBIX

C rapaHTUPOBAHHBIM Ka4Y€CTBOM 06CJ'I}’)KI/IBaHI/I$I.

3.2 Cneunduxamus:

OCHOBHBIE XapPAKTEePUCTHKHU:

e O06mbem II3Y He MeHee 128MB

e OObem O3Y He MeHee 128MB

e | mopt GPON (SC/APC) 3eneHoro ngera

e He wmenee 4 (uetsipex) moproB LAN 10/100/1000 Base-T ¢ aBTOMaTHYECKHUM
omnpezaencuuem nojsipaoctd MDI/MDIX (RJ-45);

e USB 2.0 (omuoHambHO)

e becnposonusiit unrepdeiic Wi-Fi (2,4 I'T1/5.0 I'T, 802.11b/g/n/ac).

e He menee MIMO 2x2 B 2.4 I'TL;

e He menee MIMO 2x2 B 5.0 I'T'1;

® HaJIMYHE Ha KOpPITyCe:
O «YTOIUIEHHOW» KHOTIKM BO3BpaTa K Ha4aJbHBIM (3aBOJICKHM) YCTAHOBKAM;
O KHOIKH BKJIFOUCHHS/BBIKITFOUCHUS TUTAHMS,
o WPS;

o Wi-Fi (onmmoHansHo).

3.3 TpedoBaHusi K NPOU3BOIAUTETLHOCTH
VY cTpoiicTBO JOMKHO 00ecneunBaTh CiaeIyIolue HOPMaTHBBI M0 IPOU3BOIUTEILHOCTH !
3.3.1 Cxkopocts mapmpytuzanun GPON <-> LAN B m100b1x pexumax padotsl He MeHee: 800
Mobur/c.;
3.3.2 Cxopoctb kommyTanuu LAN <-> LAN: Ha CKOpPOCTH TIOKITFOUEHHS,
3.3.3 Cxopocts mapmpytuzaun GPON <-> WLAN 2.4I'T'u: He menee 90 Mowut/c;
3.3.4 Cxopoctb mapmpyruzaun GPON <-> WLAN 5.0 [T ne menee 300 Mowut/c;



3.35

[Tpu makcumanshoi yrunuzammun GPON mopra (BHE 3aBUCHMOCTH OT THIIa Tpaduka U
KOJIMYECTBa CecCHid, He Ooutee 3Hauenus 11.3.9.1) Multicast o6pabarsiBaeTcst B IPHOPHUTETE,

HE BBI3bIBas HCKaXeHUs n300pakenust TB kapTuHky.

3.4 Tpeoosanus nas nopros Ethernet

[TopTel ycTpoiicTBa JOMKHBI yIOBIETBOPSTH CAEAYIOLUIUM TPEOOBAHUSIM:

3.5

e 802.3 Ethernet;

e 802.3u Fast Ethernet;

e 802.3ab Gigabit Ethernet;

e 802.1p, 802.1q —mno 8mu VLAN oxHOBpEMEHHO;
e MAC tabauna, He MeHee yeM Ha 64 3amnucu;

e  MakcuMasbHBII TOAIEP)KUBACMBIid pa3Mep Kaapa Ethernet 15226aiir.

Tpedosanus aass GPON

Hutepdeiic GPON nomkeH yIoBIETBOPATH CIEAYIOUIMM TPEOOBAHUSIM:

3.5.1
3.5.2

3.5.3

354

3.55

3.5.6
3.5.7
3.5.8

3.5.9
3.5.10
3.5.11

IMonnepxka ITU-T G.984.1, G.984.2, G.984.3,;

[TonTBepxeHHast TECTUPOBAHUEM COBMECTUMOCTSH 110 npotokoiay OMCI B cooTBeTcTBUM
pexomenaanuit G.988 c yxe ycranoBineHHbIM Ha ceTu ITAO «PocTenekoM» CTaHIIMOHHBIM
aKTUBHBIM oO0opynoBanuem OLT,;

ONT GPON nomxna He Oonee uyeM 3a 30 C BBINONHATH MOJHYIO MPOLEAYPY MOIBITKH
ycraHoBieHust coequHenuss ¢ OLT. Ilpomecc ycTaHOBKM COEAMHEHHS JOJDKEH
COIIPOBOXAATHCS CBETOBOW MHIMKALIMEN,

[Monnepxka Heckonmbkux VLAN B oqHOoHanpasierHoM GEM kanaie st MEOT0A[pecHOTO
Y ITUPOKOBEIIATELHOTO TpaduKa,

OrpaHu4yeHue CKOpPOCTH IIMPOKOBEIIATENIbHOIO UM MHOT0aJpecHoro Tpaduka B
BOCXOZSIIIEM HAIPaBJIE€HUU (ONIMOHAIBHO);

Onrtuuecknii uarepdeiic kmacca B+, C+, no 20 km;

[Tonnepxka nHe menee 8 aktuBHBIX GEM noptos;

Ilonnepxxka merona peructpauuu ONT mno cepuitHomy Homepy u PLOAM mapomro,
BBOIMMOMY uepe3 WEB untepdeiic ycrpoiicTsa,

Hamuuune ¢dynkunu DyingGasp;

IMonnepsxkka mexanuzma FEC (Forward Error Correction);

[Monnepxka DBA (Dynamic Bandwidth Allocation);



3.5.12
3.5.13
3.5.14
3.5.15
3.5.16

[Tonnepxka AES ¢ kirouamu 128 wiu Bele;
[Mognepxka T-CONT type 1-5;

Oo6uosnenue 10 nmocpencreom OMCI,;
Mugpposanne GEM kananos,

Ynpasnenue nosiocoit mponyckanus st GEM noptos.

3.6 O6mue GpyHKUHOHAJbHbIE TPEOOBAHUSA

3.6.1
3.6.2
3.6.3
3.6.4
3.6.5

3.6.6
3.6.7
3.6.8
3.6.9
3.6.10
3.6.11
3.6.12
3.6.13
3.6.14
3.6.15
3.6.16
3.6.17

3.6.18
3.6.19
3.6.20
3.6.21
3.6.22

OnHoBpeMeHHast MOAJIEPKKa HECKOJIbKUX TUIIOB coenuHeHuit Ha ogqaoM VLAN;
[Tonnepxxka He meHee 4x IP coenunenunii ¢ pa3HbIMU TUIIAMU MOJKIOYECHHUS;

[Tonnepsxka nmporokonoB ayreHTuukanuu PAP u CHAP mis PPPOE;

PaGora B pexxume mapiipyTu3aTopa (craTudyeckas MapuipyTH3aius);

[Moanepxka npo3paunoro mocta VLAN-LAN (VLAN-LAN transparent bridging); mis
HEKOTOPBIX TPYIII MOPTOB;

Cas3eiBanne moptoB VLAN/LAN (VLAN/LAN port mapping);

Kommyranus nakeroB mexay xoctamu LAN;

IPv6 u IPv4 dual stack ms monkmrouennit PPPOE u IPOE;

RFC 3633 — IPv6 prefix options for DHCPVG;

RFC 3315 — DHCPVG;

RFC 4862 — SLAAC,;

Source based routing — maprupyTtu3saius 1mo BxoasiieMy uatepdeicy (OniuoHaIbHO);
DNS Client/Server/Relay;

DNS v6;

RFC 1305 — NTP u/unu RFC 4330 — SNTP;

Br160p yacoBoro mnosica;

OtcyrcTBUE KECTKOM MpUBs3KU (Ha ammapaTHOM ypoBHe) LAN mHTepdeiicoB k Tumam
MOJIKIIIOYaEMBIX K HUM YCTpPONCTB/cepBUCOB (T.e. K J00biM LAN mopTam MOXeT ObITh
noakioueH IP renedon, STB minn koMIbroTep U B TIOOBIX KOMOUHAIUSAX );

IMoxnepsxka RFC 4638 — aBromaruueckoe cormacoanne MTU/MRUs PPPOE;

RFC 826 — ARP;

RFC 791 — ICMP;

[Monnepxxka DMZ,

IPSec/L2TP Pass-through.



3.7 NAT

3.7.1
3.7.2
3.7.3
3.7.4
3.75

3.8

3.8.1
3.8.2
3.8.3

3.84

3.85

3.9

3.9.1
3.9.2
3.9.3
3.94
3.95

RFC 3022 - NAT/NAPT, ue menee 4000 ceccuii;

[Mognepxka Reverse NAT,;

[Mognepxka UPNP;

[Mognepxka UPNP nomkHa OCymecTBIATHCS TOJIBbKO ¢o cTopoHbl LAN mopToB;

IMoxnepskka port mapping/port forwarding ¢ Bo3amoxHOCTBIO yrpaBienus uepes CWMP.

DHCP
RFC 2131, 2132, 3315 — DHCP-server/client/relay;
DHC Pv6 prefix delegation;
IMognepxka ommuit DHCP: 1, 3, 6, 15, 20, 28, 33, 43, 53, 54, 60, 120, 121, 249 nns
ABTOMATHYECKOTO MOTYICHHS KOHPUTYPAITMOHHBIX ITAPaMETPOB,;
Bo3moxxkHocTh m3MeHenusi myna anpecoB DHCP mnst nokanbHOW cetu uepe3 Web-
uHTepdeiic u cpeacreamu nporokoia TR-069;
Otobpakenne B Web-unrepdeiice crnmcka moakiaodeHHbix DHCP kineHTOB M THIA

uHTEepdeiica MOIKIFOUCHHS.

Multicast
MVR na LAN unrepdeiicax;
IGMP V2, V3 na LAN untepdeiicax;
IGMP Proxy, ¢ Bo3M0OXXHOCTBIO BKJIFOUEHUS Ha 00X |P mHTEpdeiicax;
IGMP Snooping;
ITakets! IGMP nomxubl nepenaBathest 0e3 unkancyssiuu PPPOE ¢ source IP agpecom

0.0.0.0 (TR-101).

3.10 Be3omacHoCTh

3.10.1
3.10.2

3.10.3
3.10.4
3.10.5

Oynknusa Gunstpanuu no MAC-anpecam (BHyTpeHH:s 6a3a HE MeHee ueM Ha 64 anpeca);
Bo3moxHocTh  orpanmuenus HemsBectHoro Unicast/Multicast/Broadcast rtpaduka
(OMIIMOHANIBEHO);

OunpTpanms HemzBecTHoro Unicast/Multicast Tpaduka;

IMoxnepsxka PAT ¢ ALG mis npotokosioB RTSP (VoD) FTP, PPTP;

Bo3moskHOCTh co3nanus crnmckoB noctyna (ACL) C ¢unbTpanmeii makeToB Ha OCHOBE
Homepa mnpotokosa/monst «Next Header» B 3aromoBke IPv4/6 mnakera, mopra

TpaHCIIOPTHOTO ypoBHs, [P-anpeca ucrounuka / Haznauenus, MAC-anpeca;



3.10.6 JlomkeH moanepkuBathcs (QyHKIMOHAN MexcereBoro skpana (Firewall) mns IPv6. B
KoHurypanuu no ymosuanuto IPv6 makersl, mocrymatromme ¢ WAN wuHTEepdeiica,
JOJDKHBI OBITh OTOPOIICHBI, KpPOME CiIy4as, KOIJIa OHH OTHOCITCS K CECCHH,
WHUIMAPOBAHHOHN CO cTOpOoHBI JIokanbHOU cetr (LAN/WLAN);

3.10.7 B0O3MOXKHOCTh HCTIOJIb30BaHMS CITMCKOB JIOCTYyIIa Ha BCceX MHTep(deiicax B HaNpaBICHHUIX
MIpHEM U Nepeaya;

3.10.8 BO3MOXHOCTh HCIIONIB30BaHUSA CIUCKOB JIOCTyNa JUIs OTPaHMYCHHS JOCTyna K
uHTepdeiicam ymnpasneHust (BeO-untepdeiic, telnet, CWMP) wmapmpyruzatopa Ha
ocHoBanuu [Pv4/6 agpeca nnunuaropa ceccun ynpasnenus (source IP);

3.10.9 JHoctym no telnet moymkeH ObITH BOZMOYKEH TOJIBKO MO CKPBITOM ONEPAaTOPCKON YUeTHOM
3amuchio «superadminy. BkiodeHrne BO3MOXKHO TOJNBKO C MpaBaMH YYETHOH 3amluch
superadmin). B koHdurypammu no ymonrdanuio telnet 10/0KeH ObITh BBIKITIOYCH;

3.10.103aBo1ckoii maposab A1 MHKEHEPHOU y4eTHOH 3anucH ""superadmin": maposib JoKeH ObITh
YHHUKQJIBHBIM ISl K&KJOTO YCTPOMCTBA U CBSI3aH C CEPUMHBIM HOMEPOM HeoOpaTUMOu
¢bynkuueit. MuHUManbHas JTMHA Tapoist 16 cMMBOJIOB. 3aBOICKOM MApoJib OBITH yKa3aH
B JIOKYMEHTaX Ha IMOCTaBKY yCTPOMCTBA;

3.10.113aBockoil maponb Ui ydeTHoW 3amucu "admin": mapoib JOJDKEH NMPUCYTCTBOBATh Ha
ATUKETKE U OBITh YHUKATBHBIM JUIS KKJOTO YCTpoiicTBa. MUHUMAabHAs [UTMHA MTApOs 8
CHMBOJIOB,;

3.10.12KoH¢uryparus o yMOTYaHHUIO JOJDKHA YIOBIETBOPATH CIETYIONUM TPEOOBAHUSM |
3.10.12.1 Ha WAN unTepdetice 1OIKHBI ObITh OTKPHITHI CIEIYIOIUE TOPTHI:

e TR-069 CWMP TCP/7547
e DHCPvV4 Client UDP/68;
e DHCPV6 Client UDP/546.
3.10.12.2 Ha untepdeiicax nmoxansuoit cetn (LAN/WLAN) moymKHBI TPOCTyIINBATh
MOPTHI CIEAYIOIINE MPOLIECCHI:
e HTTP cepsep Be6-untepdetica (TCP/80);
e DHCP cepsep (UDP/67);
e DNS cepsep (UDP/53, TCP/53);
e UPnP ciyx6a (UDP/1900).

3.10.13CPE momxHa otOpackiBath IPv6 makersl ¢ multicast agpecom B mose source address;

3.10.14CPE nomxna or6pacsiBath [IPv6 makersl ¢ multicast agpecom B mose destination address
nepecbutaeMble U3 LAN B HanpaBienun WAN;

3.10.15CPE nmomxna otOpacsiBaTh IPV6 makets ¢ Extension Header Routing Header Type O u 1,



3.10.16CPE nomxna otOpaceiBath IPv6 maketsl, mepecsutaembie u3 LAN B ctopony WAN ecnu
B nosie source address ycranosiieH IPv6 agpec oTnuuHBINA OT mpeduKca BHIAAHHOTO TI0

DHCPv6-PD;

3.11 QoS

3.11.1 Tlonnepxxka WFQ, SPQ, SPQ+WFQ: He menee 4-x ouepenei;,

3.11.2 RFC 2474, 2475 — Tloanepxka Diffserv. MapkupoBka u opranu3aius o4depeneu s
ucxoasiiero tpaduka mo mapamerpam: Connection Type, Network Interface, MAC, IP,
Hostname, DSCP/ToS Value, Port Number u Application;

3.11.3 ®opmuposanue Tpaduka (Traffic Shaping) — Ympasienue mojaocoil mpomyckaHusi u
OrpaHUYEHUE CKOPOCTH NIEpeIayn JaHHBIX

3.11.4 Orpanunuenue ckopoctu Ha ocHoBe VLAN, Ethernet nopra, IP’MAC/tcp/udp port;

3.11.5 Monnepxka Ha kaxaom LAN mopTy BO3MOXXKHOCTH yCTAaHOBKH BO BCeX BXozsmux IP
nakerax noist DSCP B onpenenénnoe 3HaueHUE MO0 YMOTYAHUIO;

3.11.6 Kondurypauus napamerpo QoS nocpeacrsom CWMP.

3.12 TpeooBanus k unrepdeiicy Wi-Fi
becnipoBoHoii untepdeiic Wi-Fi 10mKeH yI0BIETBOPATH CACIYIONUM TPEOOBAHUSM:
3.12.1 Toanepxka 802.11b/g/n B 2.41T1;
3.12.2 Tlomnepsxka 802.11n/ac B 5.0I'T'1;
3.12.3 Toanepxka Explicit/Implicit Beamforming anst 802.11ac;
3.12.4 Tloanepxka Implicit Beamforming ans 802.11n (onumoHansHoO);
3.12.5 He menee MIMO 2x2, ne meree 135 MOuT/C Ha kaxayto anTeHHy B 2.4 I'T'1;
3.12.6 He menee MIMO 2x2, ne meree 433.3 MOuT/C Ha kaxnayro anteHny B 5.0 I'T'w;
3.12.7 BcrpoeHHBIE WU BHEITHHE aHTCHHBI;
3.12.8 Tomnepxka He MeHee 4X SSID ¢ BO3MOXKHOCTBIO PAa3JIMYHBIX CXEM aBTOPHU3AINH;
3.12.9 TIlpusszka SSID k onHOMYy, 1160 pazHeiM VLAN;
3.12.100rpannyenue ckopoctu ais kaxaoro SSID;
3.12.11130onsmus 6ecrpoBOHBIX KIIHEHTOB B o;fHOM SSID;
3.12.12lTomnepxka WEP, WPA2, WPA2-PSK ¢ mmdpoanuem AES;
3.12.13 Tlonnepxka WPS PBC (ympaBneHue KHOMKOI);
3.12.14 Bo3MOXHOCTh BKJIFOUCHUs/OTKII0UeHUs nHTepdetica Wi-Fi uepes web-unrepdetiic;
3.12.15 VmnpapieHne KOJIMIECTBOM MOAKIIOUEHUH Ha KakaoMm SSID;

3.12.16 VmupapieHre MOITHOCTHIO MTEPEAATUNKA,



3.12.17

3.12.18

3.12.19

3.12.20

3.12.21
3.12.22

VYnpasienue kaHanamu. llpuw crapTe YCTpOWMCTBO JIOJDKHO BBIOMpaTh KaHal C
HauMeHbIIIeH nHTepdepennuerd Ha ocHoBanuu RSSI,

[Tonnepxka 802.11e (WMM). BozmoxxHocTs ynpasiars HacTpoiikamu IEEE 802.11€;
Hacrpoiika tumna npeamOyiibl, 4acTOThI Bemanus beacon-gpeiima, Short Guard Interval,
mupuHbl kKarana (20, 40, 20/40 MI' nns nuanazona 2.4 I'T'n u 20, 40, 80 20/40/80 MI'x
st nuanazona SI'T);

Wi-Fi-panap: ¢ otoOpakeHueM B mHTep(eiice BceX OSCHPOBOAHBIX TOYEK JOCTYIA B
muanasonax 2.4 I'Tmu 5.0 I'T'1g;

[Monnepxka He MeHee 15 0IHOBPEMEHHBIX TOIKITFOUCHHIA;

VYrpanenue 6ecipoBOIHBIMY MOIKIIOUYeHUsIMU 10 TR-069.

4. OOmue TpeOOBAHUS K YCTPOHCTBY

4.1 TpeOoBaHMA K 3JIEKTPONUTAHUIO

Hampsokenne muranus 100-240V nepemenHoro Toka, yacrota 50+-2.0I'm.  Biok mutanus

OBA3ATEJIBHO ¢ ¢hyHKIIMOHAIBHOCTBIO 3aIIUTHl a0OHEHTCKOTO YCTPOWCTBA OT CKA4KOB

NEPEMCHHOI'0O HAIIPAKCHUA B IJICKTPOCCTHU 220V, NyTeéM IPUMCHCHUA CIJIA’)KMBAKOIINUX

¢wibTpoB. JlaHHas (YHKIMOHAIBHOCTH OOOpPYIOBAaHUS JOJDKHA OBITH JIOKYMEHTAJIBHO

MOATBCPKIACHA IPOTOKOJIOM COOTBCTCTBHA.

4.2 TexHuueckue TPeOGOBAHUS K XPAHEHHIO M IKCILUTYyaTAIIUH

421
422
4.2.3
4.2.4

Pabouas Temneparypa: ot 0° 10 48°C.;
Temneparypa xpanenus: ot -20° o 70°C.;
Pabouas BnaxxHocTh: 0T 5% 10 90%, 63 0Opa3oBaHMs KOHJEHCATA;

DOnekTpomMarauTHasi coBMecTUMOCTh: CE.

4.3 OTKa30ycTOIYHBOCTH

43.1

4.3.2
4.3.3
4.3.4

MTBF (Mean Time Between Failure, cpennee Bpemst HapaOOTKH Ha 0TKa3) ONEPAIIOHHOM
CHCTEMBI JOJDKHO OBITh HEe MeHbIle | roma (T.e. YCTPOHCTBO JOJIDKHO HYXIAThCS B
nepesarpyske He 0oJiee 4eM OMH pa3 B Iof);

ITpoaomKUTETHHOCTD KU3HU YCTPOUCTBA JOJKHA OBITh HE MEHBIIIE CEMH JIET;

Cpennee Bpemst HapaOOTKU Ha OTKa3 YCTPOMCTBA JOJKHO OBITh HE MEHEe 2 JIET,

Bo3MoxHOCTE BO3BpaTa Moyib30BaTeeM KOHPUTypauu K 3aBOJACKOM.



5. TpeGoBaHusi K ynpaBjieHHI0 A00HEHTCKHM 000py/10BaHUEM

5.1 VYmpasnenue npu momorniu BeO uHTepdeiica u TR-069;

5.2 [lns ynpaBneHus uepe3 BeO-uHTepeic T0DKHO 00€CTIeYBAThHCS 1Ba YPOBHS PUBHIICTHIA

MOJIB30BaTEJICH C pa3HbIM HA0OPOM CTpaHUIl. MaTpuIila TOCTyIa YYETHBIX 3alUCeH
OJDKHA COOTBETCTBOBATH Tabuie 1

Tabnuma 1 - Matpumna nocryna k Be6-untepdeiicy CPE

BOCCTaHOBHUT BCE€ YCIIYTH;

BCE HACTPOWKHU.

Kondurypaunonnas Y4ernast 3allMCch | YUeTHasi 3amuch cymnep-
eIMHUIA noJib3oBaTessi (admin) M0JIb30BAaTEJIA (super-
admin)
WNndopmanus 06 ycrpoiictse
- S/N, Mopgens, Bepcus | [Ipocmotp, BO3MOXHOCTH | [IpocMmoTp, BO3MOXKHOCTh
m1aTGOpMBI u [To, | oonoBnenus 10 ob6nosnenus 10
KOHTpOJIbHASI CyMMa.
Coxpanenue, okcnopt u | CoxpaHeHHe, OJKCHOPT H
UMIIOPT KOH(UTYpaluu | UMIIOPT KOH(UTYyparuu
YCTPOMCTBA: YCTPOMCTBA. OKkcnopt
Koudurypanus yctpoiictea | -  mmudpoBaHHBIA  (aiin | BO3MOXKEH B MH(POBAHHOM
koHpurypamuu.  CoAepXuT | umu HemM(poBaHHOM
BCE  HACTPOWKM, HMIIOPT | BapuaHTax, (ailm comepKur

WAN nopr

[IpocMoTp  cocrossHMST  H

CTaTUCTHUKHU

[IpocMoTp  cocTosiHHs

CTaTUCTHUKU

n

CepBuca HutepHeT (TOIBKO
MPU3HAK WHTEPHET M KOrja

TR pabotaer uepe3 DG)

[TIpocMoTp M n3MEHEHHE

[IpocMoTp M M3MEHEHNE

Cepsuc TR069 (Tonbko ecnu
ectp npusHak TRO069 Ha

WAN coennnenunn)

ToJIBKO MPOCMOTP COCTOSIHUS

[IpocMoTp M n3MEHEHNE

Cepsuc Telnet

He otoGpaxaercs

BxiroueHune/oTKIIOYEHHE,

aBTOpU3anu-d

Igmp proxy

[TIpocMoTp M n3MEHEHNE

[TIpocMoTp M n3MeEHEHNE

I'pynnupoBka WAN

uHTEepdeiicoB

[IpocMoTp M U3MEHEHHE

[IpocMoTp M U3MEeHEeHHE




[IpocMoTp 1 M3MEHEHHE BCEX

Hactpoiiku NTP [TIpocMoTp HacTpoek
HACTpPOEK
Hactpoiiku ARP IIpocmoTtp kema IIpocmoTtp kema
[Tpocmotp IP/MAC | [Ipocmotp IP/MAC
Hacrtpotiku JIOKAJIbHOTO
DHCP uH(popMaluuy, HACTpoiika | nHpopMaluu, HACTpoiika

cratnueckux DHCP npussizok

cratnueckux DHCP npussizok

Cocrossaue Wi-Fi

[Tonupi, maposs WiFi ckpbIT,

HO €0 MOXHO IIOCMOTPETH

[Tonneri, maposas WiFi ckpbIT,

HO €0 MOXXHO ITIOCMOTPETH

Hactpoiiku cepsuca QoS

He orobpakaercs

[IpocMoTp M M3MEHEHNE

Hacrpoiiku LAN nopros IIpocMmoTp u u3MeHEHUE IIpocmoTp u u3MeHEeHUE
Hacrtpoliku  uckiroueHuit

ITpocMOTp U U3MEHEHME IIpocMOTp U U3MEHEHME
NAT
[Ipobpoc moproB  NAT,

IIpocmoTp u n3MeHEHUE IIpocmoTp u u3MeHeHne
DMZ, ALG

Hacrpoiiku Firewall IPv4

[TpocMoTp U U3MEHEHHE

[TpocMoTp U U3MEHEHHE

Hacrpoiiku Firewall IPv6

IIpocMoTp ®  W3MEHEHHE.

OTKIIOYEHNE HE BO3MOKHO

[IpocMoTp M M3MEHEHNE

Mapupyruzanus

[TpocMoTp Tekyrei TabIUIbI

MapLIpyTHU3aluu U
Jno0aBiieHHe CTaTHUYECKUX
MapLpyToB (IPv4/IPv6).
Hacrtpoiika  auHamMu4eckoi

mapmpytuzauuu. Ilpu stom,
uHTEp(deNchl ¢ TNPU3HAKOM
TR-69 He MoryT OBITH YaCThIO
HACTPanBaE€MbIX CTaTUYECKUX
MapILIpYTOB U UCIIOJIb30BaTHCS
B JIMHAMUYECKUX MPOTOKOJIAX
MapuIpyTHU3aLU (ue
OoTOOpaXkaloTCsi B CITUCKE
IpelaraéMbelX W BBLAAETCSA
next-hop

OInOKa, eciiu

[TpocmoTp Tekymiedt TabaUIIbI
MapLIpyTH3aluu U
nobaBiieHNe CTaTHUYECKUX
MapuIpyToB (IPv4/1Pv6).
Hacrpoiika  auHamMudeckoi

MapuIpyTHU3aLUH.




HaxoauTCs 3a HOI[O6H]':>IM

uHTEepdeiicom)
Quiptpamst no  MAC
[TpocMoTp 1 U3MEHEHHE [IpocMoTp 1 U3MEHEHHE
agpecam LAN/WLAN
Ponurenbckuii KOHTPOJIb [IpocMoTp M n3MeHeHnEe [IpocMoTp M n3MeHeHne
Hacrpoiiku UPnP Ha | [Ipocmorp u  wu3menenue | [IpocMmoTp © = H3MeHeHuUe
LAN/WLAN TOJIBKO co cTtopoHbl LAN TOJIBKO co cTtopoHbl LAN
Cwmena naposst Cwmena cooctBeHHOTO mmaposis | CMmeHa JIFoObIX maposiei
CereBble UHCTPYMEHTBI
(ping, ping6, traceroute, | OToOpaxaercs OroOpaxaercs
traceroute6,)
Hpyrue UHCTPYMEHTHI
) He otoOpaxaercs OTtobpakaeTcst
nebara (mirror)
[IpocMoTp u  OOHYyJeHHE
Cratuctuueckas Tonpko mpocmoTp OO0 . .
000 UMeroIIecs
uHpopmanus CTaTHCTUKH
CTaTUCTUKH

CucreMHBbI€ KypHAaJIbI

Tonbko mpocMoTp

IIpocmoTp u ouncrka

Hactpoiiku TR-069

He orobpaxaercs

[TpocMoTp, M3MEHEHHE uYepe3

cmeny [10

[Tapons PPPOE wm Texymmit

napoiib web

He otoOpaxkaercs

He otoGpaxkaercst

Be6-unrepdeiic nomxen nMeTth KHONKy Logout u Taiimep Oe3neiicTBUs, TOCIE KOTOPOTO

CCCCHUsl YNPABJICHUA ABTOMATHUYCCKU PaA3PBIBACTCA. 3HadeHue TaﬁMepa o yMOJIYaHHIO

Be6-unrepdeiic nomkeH IMETh MEXaHU3MBbI 3aIIUTHl OT ABTOMAaTHYECKOI0 repedopa;

Bo3MoxkHOCTE ynpaBieHus: AOCTYNIOM K YCTpOMCTBY co cTopoHsl WAN; B03MOXHOCTB

ycranoBku ACL (IP/Port) nns nocryna x unrepdeiicam ynpasnenus ONT;

5.4 Macrep ycTpaHeHus OINOOK;
5.5 Be06-unTtepdetic 1omKeH OBITH 3aIIHINEH MTapOJIeM;
5.6
JOJIKHO OBITH He Ooiiee 15 MUHYT;
5.7
5.8
59
CWMP;
5.10

CaMOCTOATCIIbHO,

Bo3moxkHocTh yctanaBnuBath mnpuoputet (802.p w/mmum DSCP) wucxopsmmMm makeTam

[Tonb30BaTenb yeTPOKHCTBA JOKEH HIMETh BO3MOXKHOCTh H3MEHHTH ITapoJib BeO nHTEpdeiica




5.11

5.12
5.13

5.14

5.15

5.16

5.17

5.18
5.19

5.20

5.21

5.22
5.23

5.24

5.25

5.26

5.27

TpebGoBanusi K MUHUMAJIbHOM JUIMHE Mapojisi 8 3HAKOB, OJIMH U3 KOTOPBIX JTOJKHA OBITH
nudpa u 6yksa. [IpoBepka BBOAUMOro MapoJsi A0KHA ObITh IPEeyCMOTpEHa!

e B Web-untepdeiice nmpu u3MeHeHHH aposisi y4E€THOH 3amucu admin.
TpeboBaHMe K MAPOIIO JOKHO 0TOOpAXKAThCS B MEHIO U3MEHEHUS YUETHBIX JTaHHBIX;
B cnyuae, ecim maposb moJIb30BaTeNst HE COOTBETCTBYET KpUTEpHUsaM Oe3zomacHocTH, Web-
uHTepdeiic BBIBOAUT HHGOPMAIMOHHOE OKHO C HWH(OPMALMOHHOM COOOIICHHE O
HEKOPPEKTHOM JJIMHE TMaposisi ¥ MOBTOPHBIM MpUTalieHueM Jisi BBoja. KommuecTBo
MOBTOPHBIX BBOJIOB HE OTPAaHUYCHO;
[Tonp30BaTenb YCTPOMCTBA JODKEH UMETh BO3MOYKHOCTh U3MEHUThH 1Mapojib 0CHOBHOM Wi-
Fi cetn caMmocTOATENBHO;
[Tonb30Barensb [OMKEH HMETh BO3MOXKHOCTH MPOCMOTpa HHGPOpPMAIMM O TEKYIIHX
COeIMHEHUSIX ¢ ceThio HTepHeT;
[Taponmu ans moxakiodeHus K cetn VHTepHET, maponb s BeO-uHTepdelica U mapoiu
6e3omacaoctr SSID nomKHBI XpaHUTHCS B 3alIM(POBAHHOM BHJIIE U HE OTOOpakaThCs B
HCXOJIHOM KOjie Web-CTpaHHUIIbI;
[Tonnepkka cTaTHYEeCKHMX MapuipyToB, mnepeaaBaembix uepes DHCP  onmum, s
coequnenus ¢ ACS;
Hasznauenne ACS URL gepe3s DHCP Option 43;
CoxpaHeHue KOHQUrypallMM IpH Mepe3arpy3ke HIM MpH BBIKJIIOYEHUN/BKIIOYEHUU
MUTaHMUS,
O6noBnenue [1O He MOKHO MPUBOIUTH K MOTEPE TEKYIIEH KOHPUTYypallMu U K MoTepe
HACTPOEK M0 YMOJIYaHUIO;
YCTpoicTBO JOKHO MMETh 3alIUTy OT OOHOBJEHHS HENpeJHa3HAuYeHHBIM WIIH
HekoppekTHbIM [10;
Be6-unrtepdeiic Ha pyccKOM S3bIKE;
OO0HOBNEHNE TPOIINBKY, COXpaHEHHUe / 3arpy3ka KoHpUrypanuoHHoro (aiina yepe3 BeO-
uHTepdeiic;
Be6-unTepdetic momken ObITh qoctyreH u3 ceth LAN o momenHomy umenu http://RT/ u
otBeyath aapecamu IPv4(192.168.0.1) u IPv6(http://[fe80::1]);
Bo3MoxHOCTE BO3BpaTa mojib30BaTeieM KOH(GUTypaluu poyTepa K 3aBOJICKON uepe3 BeO-
uHTepdeiic, 160 HaKaTHEeM CIelUaTbHON KHOIKY;
WNudopmaTuBHas CBETOAMOAHAS MHAUKALUS, IO KOTOPOH MOXHO BU3YaJbHO ONpPEAEIUThH
COCTOSIHHE YCTPOMCTBA,

TR-069;



5.28
5.29
5.30
5.31
5.32
5.33
5.34

5.35
5.36
5.37

5.38
5.39

5.40
541

5.42

5.43
5.44

5.45

5.46

5.47

5.48

TR-098;

TR-106;

TR-142;

TR-143;

TR-156;

TR-181 Issue 2;

WNutepdeiic B3aumoaencTBus Mexay poyrepoM u Cucremoil YOaneHHOTO YTpaBiIeHUS
JIOJDKEH COOTBETCTBOBATH 00s3aTeNIbHBIM TpeOoBaHUsAM mporokosa CWMP cormacHo
pexomenanuu BroadBandForumTR-069;

[IpenocraBieHne CTaTUCTUKH TI0 cu€TurkaM uHTepderico yepe3 TR-069;

Brmonnenue tect mnana ATP-069;

VYnpasieHue rpynmnaMyd HOPTOB JTOJDKHO BBINOJHATHCS 1o mpoTtokory CWMP cormacho
pexomenaanusam 1 R-098;

JloimkHa OBITH BO3MOXKHOCTB paboThl kiueHTa TR-069 Ha moobix IP nHTEpdeiicax;
Mapuipyruzarop A0mkeH odecnieunBarh padboTy ceccuil ynpasienuss CWMP tonbko uepes
paspeuieHHble UHTEpdeichl. Bo3MoxHOCTh uHTEpdeiica obcmyxkuBath Tpaduk TR-69
MoxkeT ObITh HacTpoeHa uepes CWMP. Eciu unHTepdeiic BblIeneH TOIbKO s paboTh
CWMP, nonp3oBaTenbckuii Tpapuk, a Takke Tpaduk JAPYrHX KOMIIOHEHTOB
MapIIpyTH3aToOpa HE JI0JIKEH UCIOIb30BaTh JaHHBIM HHTEpdEiic;

URL ACS ckoupuryprpoBaH B HacTpoiikax no ymomyanuto (http://acs.rt.ru);

ANTOpuTM 3arpy3Kd YCTpOIHCTBa M MOPSJOK YCTAaHOBKM COEIMHEHHH JIOMKEH OBITh
COIIACOBaH U 33J0KYMEHTHPOBAH;

JomxHa obecrieunBaThCsi BO3MOXKHOCTh Hcnoib3zoBanuss HTTPS (SSLv3/TLS 1.2) (3a
UCKJIIOUeHHEM ceaHcoB nepeaayu 110);

JlomkHa obecrieunBaThCsl BO3MOXKHOCTD 3arpy3ku SSL/TLS ceprudukaros;
O6opynoBanne He nomkHo mnojaepxkuBaTh HNAP (Home Network Administration
Protocol) niu 10KHO UMETh BO3MOKHOCTh OTKJTFOUEHUS JAHHOTO (DYHKIIMOHANA;
[lepenava yBegOMIICHHI cCTEMBI BO BpeMsi OOHOBIIEHUS IPOIIUBKHY;

JlBa ypoBHs TNpUBWIETMH IOJIb30BaTeNneil ¢ pa3HbIM Habopom crpanul. HacTpoiiku
QoS/ACS u pocryn mo Telnet nOmKHBI OBITH JOCTYNHBI TNPU ABTOPHU3ALMU O]
OIepaTOPCKOM y4ETHOM 3amuchio «Superadminy;

OOHOBNIEHUE, COXpaHEHHWE U 3arpy3ka KOH(QUIYpalMOHHBIX (ailloB U MPOUIMBKU
(firmware) mo nporokonaam FTP/HTTP;

[TpousBonutens I10 nomkeH obecneunTs KOHPUTYPALUIO «I10 YMOTUAHUIO,



5.49

5.50

5.51

5.52

5.53

5.54
5.55

5.56

5.57

5.58

5.59

5.60

5.61

[Tonneprxka pe3epBHOrO XpaHeHHUs o0pa3a MPOIIKMBKY U apameTpoB KoHpurypauuu (Fault
Tolerance Backup Copy) B 9HEproHe3aBUCHMOI MaMSATH;
MexaHu3M aBTOMaTHYECKOTO BOCCTAHOBJIEHHUSI pabOTOCIOCOOHOCTH B cilydae cOOsi mpu
ynaneHHoM oOHoBieHHH [10;
JlomkeH moJjepKuBaTbCsl MEXaHU3M mpoBepku oOpasza IIO mo KOHTpoOJIbHOM cymMMe U
U (GPOBON MOAMUCH POU3BOIUTEINS,;
TpeboBaHMsI K KOHTPOJIBHOU CyMMe:

e ][ pacuera KOHTPOJIIBHOW CYMMBI HCIIOJIb30BaTh aJrOPUTM IMOJACYETA KOHTPOJIBHON

CyMMBEI TiepeMeHHoM pa3psaHocTd MDS/CRC nin SKBUBAJICHT;
e KoHnrponpHas cymma yHuKanpHas A Kaxnod Bepcuu 11O, ecnm B mpommske
MeHseTCsl XOTsI Obl OZJMH CUMBOJI BMECTE C HEM MEHSAETCSl KOHTPOJIbHAS CyMMa.

Kondurypauus ycrpoiictBa B penaktupyemMoMm plaintext ¢opmare, ¢ KpUNTOBaHHBIMU
apoJIsIMHU;
HNukpemMeHTHOE (YaCTHYHOE) OOHOBJICHHE KOH(DUTYPAIIMOHHOTO (aiina;
[Moaxmrouenue k ycrporicTBy mo Wi-Fi o npenrHacTpoeHHBIM PEKBU3UTAM JIOCTYIIA (JIOTHH-
1apoJb);
[Momneprxka BOZMOXKHOCTEH ISl OTJIAJIKU U TIOMCKa HercnpaBHocTel: syslog, debug, remote
syslog, ping, traceroute;
B cnydae, ecnu ycTpoiicTBO HE TOJIydaeT ip-aJpec Wi HEe MOXKeT ycTaHOBUTH PPPoE-
COEIMHEHHE C NIEPBOr0 pas3a, yCTPOWCTBO JOJKHO MPOJOJIKATH MBITATHCS. YCTAHOBUTH €r0
10 pa3 c untepBasiom B 30 cexkyH. B cinydae ecnu nocne 10 moneITok coeinHeHUE He ObLIO
YCTaHOBJIEHO, MPOAOJIKATh MOMBITKU MOJIKIIOYUTHCS K cetu | pa3 B 5 MuHYT. JlaHHBIE
napaMeTpsl JOJKHBI UMETh BO3MOXKHOCTh 3MeHeHus uepe3 ACS; Tpebyercs 3anoMuHaTh
ID texymeit ceccun PPPOE, uto Obl mpu cnemyromeii 3arpyske CPE TepmunupoBath
IIPOLIYIO CECCHIO MEpE NHULIMALMEN HOBOM CECCUU;
Tpebyercs 3anomunats 1D Texymieit ceccun PPPoE, uto Ov1 ipu criemytoreii 3arpy3zke CPE
TEPMHHUPOBATH MPOIUTYIO CECCUIO TIEPE]] MHULIMAIIME HOBOM CECCHUH;
3asepuenne PPPoE ceccun B coorBercTBHM ¢ RFC2516 ipu nepesarpy3ke Wiv H3MEHEHUN
KOH(UTypaIuu;
3asepuienue IPoE ceccun B coorBerctBuu ¢ RFC2131 npu nepesarpyske uiu U3MEHEHNN
KOH(UTypaluy;
®yuknuoHan unicast arpping Ha IPoE, ananoruunsiit PPPoE Lep. @yHknmonan nomxex

HacTpauBathes 1o TR-069. 3HaueHne M0 YMOTYaHUIO - «BBIKITIOUCHY;



5.62 JInst KOHEYHOIO MOJIB30BATENS JOHKEH OTCYTCTBOBATH JAOCTYIl K HACTPOMKE U MPOCMOTPY

napameTpoB QoS, CWMP. JlocTyn K TaHHBIM IMapaMeTpaM JI0JDKEH OBbITh pealln30BaH Yepe3

OTJIENbHYIO (MH)KEHEPHYIO) YUETHYIO 3aIUCh;

5.63 Tlognmepkka BO3MOXKHOCTH XYPHAJIMPOBAHUS W XPAHEHUS JIOTOB B DHEPrOHE3aBHCUMOM

maMATH 110 CJIACAYIOIHUM COOBITHSIM:

CoObITusl ynayHBIX MOMBITOK YyOAJICHHOTO YyrpaBieHus, Bkiouyas [P azapeca
ucToyHuka. Jlor coObITUS TOMKEH BKIIIOYATh B ce0sl: ATy U BPEMS MMONBITKH, UM
MOJIL30BaTeNs, MPOTOKOJI AocTyma (BeO, telnet, TR-69), unrepdeiic monkmoueHus
(WAN/LAN/WLAN). J[omxHO o0ecnieunBathcs XxpaHeHue He wenee 100
MOCTIEAHUX COOBITUI;

CoO0bITUsI U3MEHEHHUS MapoJiell yueTHBIX 3amuceil. JIor cOOBITHS TOJKEH BKIIIOYATh
B ce0si: 1aTy ¥ BpeMsl, UMsl YUE€THOM 3alKch y KOTOPOU ObLT U3MEHEH MapoJib, UMS
YUETHOM 3alvcH, U3MEHUBILIEH mapoiis U uHTepdeiic usmenenus (Bed/telnet/TR).
JomkHo obOecrieunBatbest Xxpanenue He MmeHee 100 mocneqHux COOBITHIA;

Co06brtus m3menenus Hactpoek MCD, ACL, NAT. Jlor coObITHs TOTDKEH COEpKATh
IaTy W Bpems H3MeHeHwWs, THN u3MeHsemoro oobekta (NAT, FW, ACL), ums
MOJIE30BATENsI, COBEPINUBIIETO W3MEHEHWE, TOJHBI CHHTAKCHUC TPaBHIIA TOCTE
u3MeHenus. JlomkHo oOecneunBaTthbes XpaHeHue He wmenee 100 mocrmeaHMx

COOBITUH.

5.64 Cepuiinabiii Homep GPON B WebUI, o TR-069 n Ha nH(MDOpPMAIIMOHHOM CTHKEpE JTOJDKEH

otoOpaxarbcs B heX ¢opmare.

6. TpeOoBaHusi no cepruUKaAMN A0OHEHTCKOI0 060Py10BAHUS U TAPAHTHH.

Bes mpomykmust gomkHAa HWMETh JICUCTBYIOIIMKN cepTU(UKAT WM JEKIaparuio o

COOTBETCTBUHU B COOTBETCTBHUHM C JICHUCTBYIOIINM 3aKOHOAATEILCTBOM PD;

7. TpeOoBaHuUsI K NPOM3BOIUTEII0 A00HEHTCKOI0 000py10BaHUS

7.1

7.2

[TpousBoauTens abOHEHTCKOTO OOOPYIOBaHMSI JOJKEH O0O0ECHeYUTh TEXHUUYECKYIO

MO/JIEPKKY Ha PYCCKOM SI3BIKE, HAIMUKE Web-caiiTa TEXHHUECKOU MOICPKKH;

HpOI/ISBO,Z[I/ITCHL JOJIDKCH 00ecneynuTh BO3MOXKHOCTD HpeﬂHaCTPOﬁKH O60pyI[OBaHI/I$I Ha

3aBo/ie o TpedoBanusM OOmIecTBa UM KOHKpEeTHOTO MPO®;



7.3

HpOI/I3BOI[I/ITeJ'II> JOJDKCH OKa3bIBATh IOAACPKKY, BKIIIOYAsA PACHIMPECHUC (bYHKI_[I/IOHaJ'Ia B

TEUYSHHE S5 JIET ¢ MOMEHTA IT0CTaBKH O60py,HOBaHI/I$[;

8. TpeOoBaHusi B 00;1acTH 00CTY:KMBAHUSI A00HEHTCKOr0 000pY/10BaHMSA ;

8.1

8.2
8.3
8.4

JlonomHUTENBHBIC TPEOOBAHUS B 001aCTH OOCTYKMBAaHUSI aDOHEHTCKOTO 000PY/I0BaHUS:
[IpenocraBienne MOCTABIIMKOM TEXHUYECKOM MOAJIEPKKH, BKIodas qopabotky 110 B
cilydae, ecliv 3asBiieHHas: GyHKIMoHaIbHOCTh [10 paboTaeT HEKOPPEKTHO;

[Tpu HEOOXOAUMOCTH, BHECEHUE H3MEHEHHH B 3aBOJICKYIO KOH(UTYpAIHIO pOYyTEPa;
Ocy1iecTBiIeHHE MMOCTABIIUKOM KOHCYJITUPOBAHUS COTPYAHUKOB OOIIECTBA;
[IpenocraBnenne MOCTABIIMKOM abOOHEHTCKOTO OOOPYIOBAaHMS Ha dTare TeCTUPOBAHUS
obopynoBanus 10 10 mTyK KaXka0i Mojesd abOHEHTCKOTo 000pYI0BaHUS C IOCTABKOM 0

MP®.

9. TpeOoBaHHUs K COCTABY MOCTABJIsIEMOM IOKYMEHTALMH;

9.1

9.2

9.3

[TocTaBIIMKOM JOJKHBI OBITH MPEACTABICHBI JAHHBIE O TIpPeajaracMol K IOCTaBKe
9KCILTYyaTallMOHHO-TEXHUYECKON JOKYMEHTAIIMK Ha PYCCKOM SI3bIKE€ B COCTaBe U O00bEMe
JIOCTATOYHOM JIJIsi OCYIIECTBJICHUS MOHTa)Xa, BBOJA B OJKCIUTYaTallMI0 M TEXHUYECKOTO
oOcnmyxuBaHusl (BKJItOUass TEXHUYECKHME OINHUCAHMS, HWHCTPYKIUMU TIO0 JKCIUTyaTaluu
OKOHEYHOT0 O0OpYJOBaHMs), THIOBBIE HACTPOMKH OKOHEYHOTO OOOpYyIOBaHUS s
opraHu3aluu npeaocraBieHus ycayr kiueHtam [IAO «PocTenekom», OKOHEYHOTO
000pyI0BaHU;

Bcest noxymeHTarusi 1o KHA COOTBETCTBOBATh MPHUHATHIM CTaHaapTaM. [1o BO3MOXHOCTH,
JIOJKHBI ~ OBITh  UCMOJB30BAaHBl  CTAHAAPTU3UPOBAHHBIE CHUMBOJBI W TEPMUHBI,
pexoMeHnoBanHbie MCD 1 MOK;

JloxymeHTaIus Ha pyCCKOM SI3BIKE JTOJDKHA TIOCTABIIATHCS B DJIEKTPOHHOM BHJIE (HamIpuMeD,

.pdf, .doc, .rtf).

10. Tpeb6oBaHNs K KOHTPOJILHO-U3MEPUTEILHON annapaType

10.1

[TocTaBmKK JODKEH MPENOCTaBUTh PEKOMEHJOBAHHBIN CITMCOK MPUOOPOB, HEOOXOAUMBIX
JUIsl  TIPOBEJIEHUS  HOPMaJbHOM  O3KCIUTyaTalud  OOOpyIoBaHHUS  (JOKaJIM3aluu
HEHCIIPAaBHOCTEH W MX YCTpAaHEHHs, a TaKXe IPOBEPKH COOTBETCTBHUS IapaMeTpoB

YCTaHOBJIEHHBIM HOpMaMm);



10.2

10.3

10.4

3aKka3uuK pemaer BOMNPOC O 1eJeCOO0OpPa3sHOCTH MPHOOpeTeHHus NpHOOpOB s
9KCIUTyaTalMoHHBIX 1ened y IlocraBmumka okoHeyHoro oOopynoBaHus, JHOO
HETOCPEACTBEHHO Y (PMPM-TIOCTAaBIIMKOB M3MEPHUTEIBHOTO O0OPYIOBAaHUS Ha OCHOBAHUHU
aHaIM3a TEXHUYECKMX M CTOMMOCTHBIX JaHHBIX. 3aKa3uMK I[POU3BOAUT 3aKYIKY
U3MEPUTEIIBHBIX PUOOPOB [T TEXHUYECKOM SKCIUTyaTalluy 110 OTAEIbHBIM KOHTPAKTaM;
KoHTponbHOE U M3MepuTenbHOEe 000pYA0BaHKUE, MCIIOJIb3YeMOE MPH ITyCKO-HaJIaJ0YHbIX
pabotax, no/kHO TmocTaBiATbead IlocTaBukom. KoOHTpoibHOE M U3MEPUTENBHOE
o0opysoBaHHWE JOHKHO OBITh  YKOMIUIEKTOBAHO IIIHYpaMH, MEPEXOJHUKAMH H
IPUCHOCOOICHUAMH JUISl TOJIKIIOYEHUS K UCTIBITYeMOMY 000pYyI0BAHUIO;
[Tpuemo-caToyHble UCHBITAHUS JOJKHBI MPOU3BOAUTHCSA C MCIOJIb30BaHHMEM IPUOOpOB,
umeromux ceprudukar o0 yreepxkaennn tuna ['occrannapra PO, cBunerenscTBa o moBepke
1100 KaauOpOBOUHBIE CePTU(DUKATHI, BBIAAHHBIE aKKPEIUTOBAHHBIMU METPOJIOTUIECKUMHU

1a00paTOPUSIMHU.

11. TpeGoBaHusi K y4eOHO-TPEHHPOBOYHBIM CpeACTBaM

111

11.2

11.3

11.4

115

[To TpeboBanuio 3aka3zurka [locTaBIIMK OpPraHMW30BBIBAET U MPOBOAMT 0a30BbIM Kypc
HOJrOTOBKU CHEMAINCTOB 3aKa3urKa B yueOHbIX neHTpax [locraBiyka n/mimm 3aka3dnka.
bazoBbllf Kypc NOArOTOBKM JIOJDKEH OXBaThlBaTh OOy4deHHE MO paboTaM (MOHTax,
HacTpoiika, skcmryarauus, uHcrtauanug [10) co BceM TpeOyembIM 000pyIOBaHUEM U
npubopamu;

B TexHHKO-KOMMepueckoM MpeuiokeHnu [locTaBIMK J0KEH MpeAcTaBUTh NOAPOOHBIE
IpOorpaMMbl KypcoB 00YUEHHUs CHEIMAINCTOB, BKIIOUas o0yueHue paboTe ¢ anmnapaTypoi,
a TaK)Ke T aCIeKThl, KOTOPBIE CBSA3AaHBI C 0OCTYKMBAHUEM alIlapaTyphl, COTIacOBaTh UX C
3aKka34nuKoM JI0 MTOMUCAHUS KOHTPAKTA,

KOHTpOBbHBIN KOMIUIEKT y4eOHBIX MaTepHalioB JOJDKEH OBITh MepeaH He MO3JHee JBYX
Mecs1IeB 0 Hayaya y4eOsl;

[TocraBuuk BHauane OOy4YEHHsS AOJDKEH OOECNeYMTh KaKJIOro CIIyIIATeNsl JUYHBIM
KOMIUIEKTOM y4eOHOM JOKyMEHTaluu Ha Oymare M MarHUTHBIX (WJIM ONTHYECKHX)
HOCHUTEIISIX Ha PYCCKOM SI3BIKE;

[TocTaBmMK JOMKEH MPEJOCTaBUTh 3aKa3uWKy KONHUIO Y4eOHOro MpOrpaMMHOIO
obecrieueHus ¥ MpaBo (JTUIIEH3UIO) HA €r0 MCIOJIb30BaHME B YY€OHOM IEHTpe 3aKazunKa

JJIs1 TTIOBBIIICHU A KBaJ'II/I(i)I/IKaHI/II/I CBOHUX CIICHHMAJIMCTOB,



11.6 IlocTaBmIMK [AOKEH MPEIOCTaBUTh 3aKa3yMKy TMPEAJIOKEHHEe O CTOMMOCTH KYpCOB

o0OydeHus, BKIItoYasi y4eOHYIO JOKYMEHTAIIMIO Ha PYCCKOM SI3bIKE.

12. Tpe6oBaHus K MCIIBITAHUAM

12.1ITocTraBmnk 060pyIOBaHHS TOJKEH MMPOUTH J1aOOPAaTOPHBIE HCIIBITAHUS IO TECTUPOBAHUIO
000py1I0BaHUS B COOTBETCTBHH C TUIIOBOW MPOrpaMMOi B MeTOoauKO# ucrnbitanus (ITMI)
C LIETIBIO IEMOHCTpAMU 3aKa34rKy TOTr0, YTO MOCTAaBIEHHOE 000PYI0BaHUE YCTAHOBIICHO U
(YHKIMOHUPYET B COOTBETCTBHMHM C TexHW4YeckMMu TpeOoBaHUsAMH. lVcrmonbp3oBaHue
tunoBor [IMU sBasieTcss 3aj0romM BBIMOJHEHUS MPUHIMIA COOJIIOACHUS OIWHAKOBBIX
YCIIOBUY MPOBEACHUS TECTUPOBAHUS JJIsl BCEX MPETEHICHTOB HA MTOCTaBKY 000PY0BaHMUS;

12.21lepen mnpoBeneHueM JabOPaTOPHBIX HCIBITAHUNA BCEM MPETEHICHTaM Ha IOCTaBKY
oOopynoBanusi OynyT s o3HakomJeHus npenoctasieHsl [IMU u rpaduk npoBenenHus
TECTUPOBaHUs 000PYI0BaAHUS;

12.3/1nst mpoBeieHus 1a00paTOPHBIX UCTIHITAHUM BCE MPETEHIEHTHI Ha TOCTABKY 000pYA0BaHUs
JOJKHBI TPEAOCTaBUTH 16 (1IECTHAALATh) KOMIUIEKTOB KaXXIOW MOJENn aOOHEHTCKOIo
000pyI0BaHUs.
AJlpec 10CTaBKH:
P®, 191167, r. Cankr-IletepOypr,

Cunornckas HabepexHas, 1.14,

12.4JTaGopaTopHbIe HCITBITAHUS JTOJDKHBI TPOBOIUTHCS TPEACTAaBUTENIEM 3aKa3unKa C y9acTHEM
npecTaBuTeNIell MPeTeH/IeHTa Ha MOCTaBKy o0opynoBaHMs. Pe3ynbTaTbl JOJKHBI OBITH
3aperucTpUPOBaHbl IPOTOKOJIOM U 3aBEPEHBI MOAMUCIMHA OTBETCTBEHHBIX JIULI.

12.5ITocraBmuk 00s13yeTcsl B TeUEHUE CpoKa AeUCTBUS J[oroBOpa MOCTaBKHU MPEIOCTABIIATH I10
sanpocy B2C Kopnopatunoro 1mentpa IIAO «Pocrenekom» 10 20TH KOMILJIEKTOB

000pyIOBaHU.

13. TpeboBanus K yCJI0BHSIM TPAHCHOPTHPOBKHU M XPaHEHHUsI

13.1 He mpenbsABISAIOTCS B CBSI3W C TEM, YTO 3a JIOCTAaBKY OTBETCTBEHHOCTH BO3JIaraeTcs Ha

ITocraBmuka.



14. Tpe6oBaHusi K MOHUTOPUHTY SLA

14.1 TpeGoanus K MOHHUTOPUHTY SLLA COOTBETCTBYIOT OOIIMM TPEOOBAHMAM K peaTU3aluH
MoHHUTOpHUHTra SLA Ha MacCOBOM CETMEHTE PbIHKA;
14.2 TlporpammHoe oOecrieueHHE YCTPOWCTBA JOJDKHO COJEpXkKaTh BCTPOCHHBIE CPENCTBa

KOoHTpoJst SLA.

15. O6mme TpeGoBaHUs K OKOHEYHOMY 000PY/10BAHUIO

15.1 OOGopynoBanue HOMKHO paboTarh OGecriepeOOHO KPYriocyTouHO, 7 JAHEW B Heaento 0e3
nepe3arpysKu;

15.2 Cpennmuii cpok cimy)0bl yCTpOICTBa AOIKHO OBITH HE MeHee 7 JIeT (FrapaHTUPOBAHHOE BPEMS
JKU3HH alllapaTHON YacTH YCTPOUCTBA);

15.3 VYcTpoHCTBO AODKHO MOAACPKUBATH OOHOBIICHHE W COXPaHEHHE B YHEPrOHE3aBUCHMOMN

namatu cucremuoro 110.

16. TpeboBanusi Kk au3aiiny, ¢opm-pakTopy, KadyecTBY MAaTepPUATOB OKOHEYHOIO

000py10BaHHS U KOMILJIEKTAIIUH

I[To TpeboBanuIo 3aKa3zurKa HAMMEHOBaHHE MOJIENIN 000PYI0BaHMs TOOEIUTENS JOJIKHO ObITh
U3MEHEHO B COOTBETCTBMM C TpeOOBaHUSAMH K HEHUMHHrY (0003HaueHHI0) aOOHEHTCKHX

ycrpoiictB [TAO «Pocrenekom».

Kopo6ounoe pemenne noa [TAO «PocTtenexom» BKITIOUaeT B ceOs:
16.1 OkoHe4YHOE yCTPOKCTBO:
® KOpIIyC YCTPOWCTBA JOJIKEH OBbITh BBITIOJIHEH U3 BHICOKOKAYECTBEHHOI'O MaTepuala,
0€3 MOCTOPOHHUX 3aIaXO0B;

e HaJIWYMe 3araymKu/mropku s 3amutel PON-unTepdeiica;

® HACTOJIFHOE MCIIOJTHEHUE KOPITyca C BO3MOKHOCTBIO KPETUICHHS Ha CTCHE;

e 00s3aTeNIbHOE HAIMYHE HAa KOPITYCE WHANKATOPOB:
» [IuTtanue ycTpoucCTBa,
=  (Craryc;
= Tloptr GPON,;
* Yersipe nopta LAN,;
» Cocrostaue 6ecripoBogHoro uarepdeiica 2.4/5.0 I'Tw.

e uHAWKATOp (GYHKIUOHUPOBaHHUS ycTporcTBa (CTaryc) JOMKEH MMETh HECKOJIBKO

COCTOSIHUM:



— ObicTpo muraer (5 I'm) — mpu 3arpy3ke ¥ HOJKIIOYEHUU YCTPOWCTBA K CETH
Pocrenekom;

— wmennenHo muraet (1 I'm) — mpu o6HOBIeHUU 10 MM HACTPOEK YCTPOICTBA;

— TOpPHUT TOCTOSHHO — IMpPU HOPMAIbHOH pabOTe W MOIKIIOYEHUH K CETH
PocTenexkom 1 yCTaHOBIIEHHOM COeIMHEHUU ¢ MIHTepHeT.

naaukatop GPON nomkeH UMeTh HECKOJIBKO COCTOSTHUM

— OwicTpo muraet (5 ') — npu nonyyernun HacTpoek mo OMCI;

— memieHHo muraet (1 ') — oTcyTcTBHEe KOHGUTYpAIIH WM AaBTOPH3AIIHH;

— TOPHT MOCTOSIHHO — YCTPOMCTBO ycrenrHo ckonpurypuposano mo OMCI,

uHaukaTopel LAN MOpTOB JOKHBI MEHSTHh IBET B 3aBUCHMOCTH OT CKOPOCTH

MOJIKITIOYCHUS,

HaJIM4Yue Ha Kopiyce:

— «YTOILICHHOI» KHOIIKH BO3BpaTa K HA4YaJIbHBIM (3aBOJICKUM) YCTaHOBKaM;

— KHONKH BKIFOYEHUS/BBIKITIOUECHUS MUTAHUS,

- WPS;

— Bxitouenue / Beikimouenne Wi-Fi (ommus).

HAJIMYHME Ha THUILHON CTOpPOHE KopIyca WHPOPMAIIMOHHOHN TaOIMyKy, comepikarien

CIIeyIOIlMe JaHHbIE!

— Jorotun Pocrenekom u aapec www.rt.ru;

— KOMMEpYecKoe Ha3BaHHE MOJIENIN YCTPOICTBa,;

— aapec web-uHTepdeiica ycrpoiicTa ¢ JoruHom/maposaem no ymonyanuo; MAC-
aapec WAN-unTepdeiica,;

— CEpUIHBII HOMEp yCTPOMCTBA;

— cepuitnbiii HoMmep GPON;

— Bepcus [10 n annapatHOi peBu3ny;

— IIpegnactpoennbie pekBU3uTH 1ocTyna Wi-Fi (1oruH-mapos).

TIM3aifH yCTPONCTBA JODKEH OBITh COBPEMEHHBIM, SPTOHOMUYHBIM U KOMITAKTHBIM;

ITHYp MTUTaHus He MeHee | (0THOTO) MeTpa;

L[BET KOpITyca JIOJIKEH ObITh COTJIACOBAH C 3aKa3UMKOM;

L[BET CBETOIMO/IOB JIOJKEH OBITh COTJIACOBAH C 3aKA3YMKOM;

BO3MOKHOCTh HaHECEHHs JIoroTHIa (OpeHaa) Ha Kopiryc 000py10BaHuUs;

HEOOXOAUMO TMPerycMOTpPeTb 4 TPOPE3WHEHHbIE HOXKM IPU  HACTOJIBHOM

pa3MelIeHNH YCTPOMCTBAa B TOPU3OHTAIBHOM MOJIOXKEHHH;



® [IOCTaBHIMK OOJDKEH IMPEAOCTABUTH BApUAHThI MCIIOJIHCHUA YCTpOfICTBa B (bopMaTe
Ipe3C€HTalli B Ha4aJI€ KOHKYpPCa.

® JJIA HHTCp(i)efIca IIUTaHUA Tpe6yeTC${ HAaHECCHUEC CXEMBI IOJIIPHOCTH W HA BUIIKC
IIpoBOAa IMMUTAHUA U PO3ETKE HA CPE, a TakK XK€ I/IH(l)OpMaHI/IH O HOMHMHAJIC ITMTaHUA,

e 00s3aTeIPHO HECEHHE MapKUPOBKH MHTEep(deiicoB Ha ycTporcTBo (Haamucu LANI,

LAN2, LAN3 u t.1.).

16.2 VYmakoska:

® yMakoBOYHAs KOPOOKa ¢ BO3ZMOXHOCTBIO HaHECEHUs Jiorotuna (OpeHnaa) M mTpux-
Koma B (opMe HaKJICHKH, COJACpKalero HH(POPMAIUMI0 O CEPUIHOM HOMeEpe
ycrpoiicTBa. Tak sxe nHpopManys B BUJE MIPHUX-KOJIOB JOJDKHA OBITH 1yOiIMpoBaHa
Ha IPYNIOBOH M TPAHCIIOPTHOHN YITaKOBKE,;
KoneuHslii 1u3aifH 1 BHEIIHUH BUJT KOPOOKH MOXKET OBITh pa3padOTaH MOCTABIIMKOM

COTJIACHO TPEOOBAHUSM 3aKa34UKa.

16.3 Jloxy™meHTBHI:

® PYKOBOJCTBO I10 KCIUIyaTallul OKOHEYHOI'O0 YCTPOKCTBA HA PYCCKOM SI3BIKE;

® PYKOBOJCTBO MO OBICTPOM YCTaHOBKE M HACTPOHKE OKOHEYHOTO YCTPOMCTBAa Ha
PYCCKOM SI3BIKE;

® PYKOBOJCTBO IO 3KCILJTyaTalluy, a TaK K€ PYKOBOJACTBO IO OBICTPON YCTaHOBKE W
HACTPOIKE MOKET ObITh Pa3IMYHO AJISl Pa3InYHON reorpaduu;

® TapaHTUHHBIN TAJIOH.

16.4 Kowmruiekrauus

bpenaupoBanHas ymakoBKa B COOTBETCTBUU C TPeOOBaHUAMHU 3aKazyuka ¢ 6apKogoM Ha
00KO0BOI1 cTOpoHE — | 1IT.;

AOGoHeHTCcKMi TepMuHan — 1 mrT.

NHauBuyanbHBINA MMaKeT 711 a0OHEHTCKOTO TepMHUHANA — | mIT.;

CeteBoii amanrtep TUTaHUs 1t aDOHEHTCKOTO YCTPONCTBA ¢ JUIMHOM ITHYpa HEe MeHee 1.5
M. — lmiT.;

KaGenb mis nonkiroueHus K jokaiabHou cetu RJ-45 (4x mapubiit (8 xwi) Se. [Inuna He
menee 1,5 metpos. LIBeT kabemns 6emnbrit, 1100 cephrit) — 1 mT.;

KpaTkas uHCTpyKIIUs TOJIB30BaTENsl HA PYCCKOM SI3bIKE — 1 IIIT.

l"apanTuiinbiii TaJIOH - 1 mIT.

3 (Tpu) caMoKJeAImuXcs Hakjielku (pasmep 45MM X 8MM), BKIHOYaromue B ceOs

UH(POPMALIUIO C CEPUIHBIM HOMEPOM U IITPUX-KOJIOM



16.5

16.6

2 (1BE) caMOKJISSAITUXCSl HAKJICWKH Ha TIPOBOJI C 3ar0THEHHOW HH(OPMAIIHEH 3aBOJICKOTO
nasBanus WiFi-cetu ycrporictea 1 WPA2 maposs WiFi (pasmep 80mm x 40MM, o6paserr
JUISL IeYaTH MPEAOCTaBUT 3aKa3uuK)
2 (Be) caMOKJIAIIMXCS HAaKJICWKU Ha MpoBoj ¢ He3amosHEeHHBIMU TMOISIMU Ha3BaHUS
WiFi-cetu ycrpoiictBa 1 WPA2 maposst WiFi (pasmep 80mm x 40mm, oOpaserr 11st IeuaTH
IPEIOCTaBUT 3aKa3UUK)
[Ipouas nmokymeHTamusi, TpeOyemas  JCHCTBYIOIIUM  3aKOHOJIATEILCTBOM
Poccuiickoit @enepanuun
Bremauit 6510k MUTaHUS OT CETH TIepeMeHHOoro Toka 220V, nomkeH odecreunBaTh padoTy
npu napamerpax cetu 100-240V, 50+-2.0T'n. Pazvem nurtanus Ha kopmyce ONT ngomkeH
OBITH OJTHOTO IIBETA C Pa3beMOM BWJIKH OJI0Ka MUTaHUs, moaKiIroyaemMoro kK ONT.
KaGenn B COOTBETCTBMM C THUIIOM, YCTAaHOBIEHHBIX B YCTPOMCTBE (PUIUYECKUX
uHTepdeiicoB. Tum, nBer, MapKUpPOBKA W JUITMHA KaOesel MOIHKHBI OBITh COTJIACOBAHBI C

3aKa34YuKOM.

17. TpeboBanusi B yactu aaxantauuu PoyrepoB moa cnennduky cereii gocryna P® IMAO

PocTenexom
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17.2

17.3

Poyrep nomxeH ObITh aganTHPOBAaH MOJ CEPBUCHBIE MOJENH, INPUMEHSEMblE Ha BCEX
¢dparmeHTax ceT nepeaayu AaHHbix OOmecTBa (cetax aoctyna Pernonanbabix Ounnanon
[TAO Pocrenexom);

[To TpeOoBaHMIO 3aKa3zuMKa MPOU3BOJUTEIb BBIOJHAET JOPAOOTKY YCTPOWCTBA MOJ
CEpBHUCHYIO MOJieTb MPD;

JlomxeH OBITh pealn30BaH COIJIACOBAHHBIM C 3aKa34MKOM aJTOPUTM HadallbHOM
uauimanmzammu  ONT, obecrneuuBaronuii  mpenocTaBlieHUE CEpPBHUCOB abOHEHTY 0e3
HEOOXOIMMOCTH PYYHOW HACTpOWKHM TepMmuHana, JlomkeH ObITH peanm3oBaH Trouble
Wizard. TpeGoBanust k peanuzanuu (yHKIHOHANA SBISIOTCS npuioxkennem k [IMU mo

TectupoBanuio ooopynosanust GPON-Medium.

18. TpeGoBaHusi K TeNJ000MeHY AGOHEHTCKOr0 Y CTpoiicTBa U 0J10Ka MUTAHUS

18.1

18.2

Temmeparypa Ha BepXHEH IIOCKOCTH aDOHEHTCKOT0 YCTPOCTBA, BHE 3aBUCHMOCTH OT THIIA
pa3MmenieHus, He Bolle +48C npu remneparype B nomemenun +25C.;
Temnepatypa Ha BepxHel mockoctH bII He Beime +48C, mpu Temneparype B IOMENIEHUN

+25C;



18.3 OrtcyrcTtBue B a0OHEHTCKOM YCTPOWMCTBE AaKTHUBHBIX YCTPOWCTB NPUHYAUTEIHHOTO
OXJIAXACHUS (BEHTUIISITOPOB);

18.4 bnok nuTaHus TOJKEH OBITH MOMEXO3aNIHUIIEH U MOKapoOe30IaceH.



